LICENSE4J LICENSE MANAGER
USER GUIDE

VERSION 4.5.4

LICENSE4J

www.license4j.com




LICENSE4J License Manager User Guide

Table of Contents

(TN uT Lo ] =1 (=T SRR 4
MaNAGING PFOAUCTS ......c.oitiieiiitie ettt b et b e st b st b e bt b e bt be b et ene e s 6
CrEATE PIOGUCT .......uiitiieiie ettt s h et b et st b et et b e st ettt e e e b et e e s sbens 6
BT PROOUCT ...ttt b e b bt a e bt et et et e b e besbeeae e bt eat et ente st sbeseeeee 7
RETIES, DEIETE PrOQUCT .....oooieeeeeeeeeeeeeeee ettt ettt e s ettt e e s s e sata e e e s sesaaeeeesssesasaeeeessas 7
Disable and ENable ProdUCT USE ...ttt st 8
(g T=ToToT= 3= goTe [U o A OF= 1 {=To 0] oY 20T 9
VIBW KBY PAIT ...ttt ettt b e s bt e bt s b et b et bt et en seneane 10
Product Update NOtIfICAtIONS ........ccccveieiiic ettt a e 11
Y =Y aT=To T Te @1 1=To (o] =TS T 12
Create, EdIt CAtEQOIIES ..ottt ettt sttt sbe et et e s bestesbesbesaeensensenses 12
Refresh, Delete CatEgOriES ...ttt ettt a et e e e s tesresressaesaensensens 13
Backup and ReESTOre PrOUUCTS .........cocveiiieieciicecteesese ettt be e ens 13
Y =Yg F=Yo T To T Lo =1 g 1T TSRO 14
GENEIATE NEW LICENSE ..ottt sttt st b ettt s b ettt s 17
Generate New LiCenSe iN BUIK ..ottt 30
WIBW LICEINSE ..ttt b e st b et b et ekt s b et e bt b e st et et se et e be e ene s seenene 31
o To 1 YA T Tt =T o [T TSR 32
ClONE LICENSE. ..ttt bttt he e he bt e st et et e be b e e b e et e sbeeaeene et eneen amtenee 32
(D LCT 1= (I I Tot =T o [T OO TP SRR 33
DT o To T Al IR ot o = = USSR 33
EXPOrt LICENSES TO CSV Fil ..oiiiiiiieeee ettt e 33
SEAICH LICENSE ...ttt b e bbb bttt bt be et saen b 33
LIS A o= o 1= = TSRS 34
LICENSE DEACTIVALION ...ttt st st b ettt aesbesbesbesbeeae e e eneens 36
Manage LIiCENSE TEMPIATES .....c.cccvveeieeeeesc sttt st sre s se e e enae e 36
Y =T F=Te TR ol (LY 7= U o] o 1= 37
Manage Online BasiC KEY USAQE .......occiiireieiiiirienieieieseeetstet ettt 40
Automatic License Generation SEttiNGS ... 42
Display License GENEeration URL .........cccccviiieiiieienese s e ettt ste e sre s esse s s sse e s 46
Display HTML Form Source for License Generation .........c.cccoevrvenenneneneneneneeeneenes 47




LICENSE4J License Manager User Guide

SeNd LICENSE E-Mall ...ttt ettt 49
LICENSE MESSAQES.....c.iciceiciieeieiiete ettt sttt e et s te s be et e e seesa e s s e s e s betesbesteebeeseeseentensentestessesreans 51
Managing ModifiCation KEYS ..ottt st s 53
Modification KEY GENEFATION.........ccccveieieise ettt te et e e e st tesreesessaesseaesens 54
Modification Key Generation in BUIK ..ot 58
Manage Modification Key TemMPIALES .......cccoeiiiieininieneeeeeeneee et 58
Manage Modification Key Auto Generation SettingsS ........ccocveeereeveneneniesesese e 60
CUSTOMIET LIST ...ttt ettt st bt bbbt b e et et et et e be s b e sbe s b e e aeentente s neeneaneas 63
e To] EST=Ta [o I @] 0] A To] o 1= TSRO 64
Database StOrage OPLIONS ...ttt r e re e se e s et s 64
ONIINE.LICENSEAT SEULINGS ... .iciectieteee ettt ettt te e te st e e e teeatessaesreesbeentessaessannsenns 66
Online Storage ConNEctioN OPTIONS.......cooviiiirieiiirieeeeeeeie ettt sttt st st 66
ACCOUNT INTFOFNATION ...ttt sttt ettt ae st e st e s eneeas 66
LOG VIBWET ..ttt sttt stttk st b bbbt e st e bt e e e bt et eneebe s b et ebesbens e ebeneebens 67
HArAWAIE ID USE....ouiiiiiiiee ettt ettt b e st b et b e bttt b et bt st et eaeeben sbes 68
License4J Auto License Generation and Activation Server ... rennieneneieneens 69
License4J Runtime Library INtegration...........cccveieiieciineeiieece ettt 75
ValIAATIONSTATUS ...ttt b ettt st b e st e e bbb b 75
ACTIVATIONSTATUS ..ottt et b e bt e a ettt et e b s be s be s bt e bt eatenseneesbeneesbenee s 78
MOITICATIONSTATUS .....oeeeiiieieeeee ettt sttt sae et et e et e besbeseesae e 80
License Validation COOE ..ottt sttt st b bbbt eees 82
Easy License Validation COOE.........cieiiiiiceciceeeese et te ettt sae e ssesensesre 82
Basic and Cryptographically Secure License Key Validation...........c.ccoccovvvvvecievenenennenne. 84
License TeXt ValidatiON.........ccoiiiiiie ettt sttt eae e e 86
Floating License TeXt Validation ..ottt 86
Online License Key Floating Over Internet Validation.............cocccevvevninennineneccnineenens 90
AULO LIiCENSE ACTIVATION ...ttt sttt st be et e e eas 93
Manual LICENSE ACTIVATION ......oouiiiiiiieee ettt ettt bbb s sbt e ne et 95
AULO LIiCENSE DEACTIVALION .....oeiuiiiieieieee ettt ettt st be sttt st 96
Manual LiceNSe DEaCTIVATION .........cccoiiiiiieieere ettt st se e ae e eenes 97
Manual License MOGITICATION .....co.ooiiiiiiiie ettt st ee 97
License Availability (BIacklist) CRECK..........ccoceieiiriiisecesecereeee et 98




LICENSE4J License Manager User Guide

Product UpPdate CRECK.........coiicice ettt e st st saesaesteeseenneneens 99
Product Update MeSSage CRECK ...ttt ae e saesre 99
License MeSSage ChECK ..ottt bbb 100
LiCeNSE MOITICATION ...ttt a e s te e b te e neseeneas 100
License4J Runtime Library ObfUuSCatioN ...........cccvvieiieiice et 101
SSL Verification and TrUSTMANAQGET ...........ccevueiiirieininieireieestsee ettt 101
License4J Development Library INtegration..........ccccvviiininenienienenens e see e eees 102
License4] License Manager LICENSE . .......ccvevieieeieciieeeeseee ettt ae e e baeaeesaessaesen 105
License Manager GUI TOOl Error LOGQING ......ccccvverierieninininiseseeeesessesee e e ssessesseessessensesees 108




LICENSE4J License Manager User Guide

Getting Started

License4J License Manager supports generation of license text, license key, and
floating license text. License Manager stores all products, templates, licenses, and
settings in a database. Database can be on a local embedded Derby database or on
database servers: MySQL, PostgreSQL, and Microsoft SQL Server. Online.License4]

system is an online storage for products and licenses, it is a license hosting system.

License4J runtime library includes necessary methods to validate and activate a
license. It is a free library and is distributed within any software product for license

validation and activation.

Download packages on www.license4j.com/download/ includes License Manager
Setup file, Floating License Server Setup file, Library jar files, examples, and
documentation. Oracle Java 1.7+ is required to use all features, if Java 1.6 is used
secure license key and if defined activation codes cannot be generated. Basic license
key, license text and floating license text can be generated and validated with Java
1.6.

License Manager GUI is an easy to use software to manage products and licenses.
Main GUI window includes a left tree panel for navigation on products and

categories; and the table on the right displays licenses for the selected product.
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&)

Product License Tools Help

License4) License Manager

- o N

E | Database Storage
= | Category A
B Category X
[ My Product 1
D My Product 2
B | Category ¥
[[7 My other Product 1
[ ] My Other Product 2
E | CategoryB
[ Another Product 1
[ Another Product 2
D My Product 3
S} Online Storage
= | Category 1
0
= | Category 2
[ ] Product xvz
LICENSE4)
testing

License ID
1369226833507

Issue Date

2013-05-22
2013-05-
2013-05-
2013-05-22

Quantity  Expiry Date
F3 2014-05-,
z 2014-05-2.
F3 2014-05
10 2014-05-2

Registered To
Xyz Company

Some Company
Another Company
Exarple Company

E-Mail
john@licensedj.com
jay@example . com
somecnefexample. com
examplefexample com

Company

Kyz Company [
Some Company a
Some Company o/
Some Company o/

Activations
7/

RS

o

Main GUI

window size and

License Count: 4

location are saved to local configuration file on

application startup, therefore next time it is started, size and location will be same.

Another setting which is saved to configuration file is license table column visibility

settings. License table columns can be selected with a pop up menu which comes

when you click on table header.

)

Product License Tools Help

License4) License Manager

- clEN

E | Database Storage
© |}, Category A
=] Category X
[ My Product 1
[ My Product 2
B ), Category ¥
[ my other Product 1
[ ] my other Product 2
© |}, Category B
[ another Product 1
[ Another Product 2
[ My Product 3
= || Online Storage
= |, Category 1
0
= J) category 2
[ ] Product xvz
LICENSE4]
testing

License ID

1369226833507
1369226322185
1369226362829
1369227082373

Issue Date
2013-05-22 15:47:
2013-0

Mo oA

(S

2013-05-22

Quantity  Expiry Date
F3 2014-05-22
10

Registered Tn

Hyz Comp
Some Com

Another
Example

EMail
License ID 5 .com
Issue Date o
Quantity

Product Edition

Product Version

Expiry Date

Maintenance Expiry Date
Full Name

Registered To

E-Mail

Company

City

Country

Generated

Activations

Reset Column View Settings

le_com

le.com

Company

Kyz Company
Some Company
Some Company
Some Company

>

License Count: 4

Visible column setting and column width values is saved on application shutdown.
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Managing Products
License Manager allows definition of products to categorize and manage generated
licenses. Public and private key pair is generated when product is created, and it

cannot be changed later.

Create Product

Create New Product menu item brings a window as below for creation of a new
product in license manager. Unique ID is for license manager database usage and
generated automatically. ID is a required field because it will be used in license

validation, product cannot be created without an ID.

Available key pair algorithms are RSA and DSA with 1024 and 2048 bit key size. For

generation of license keys EC algorithm is used.

E Create New Product
Product
Unigue ID: 1424335445918
Mame: My Product
D my-product-12345678
Edition: |
Version:
Key Pair
(@) Create Mew  |RSA w | Keysize: |1024 w

(") Load From File

Save Cancel
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If there is a key pair saved from another product previously, it can load that key
pair from selected file. Therefore two different products with same key pair (so that

public key and private key) can be created.

Edit Product

Product information can be changed with Edit menu item. Key pair settings cannot
be changed because generated licenses for this product becomes invalid if it
changes. If ID is changed all generated licenses before will fail in license validation

since license validation checks for product id given in validate method of runtime

library.
2 Fdit Product
Product
Unigque ID: 1424335445918
Mame: My Product
ID: my-product-12345678
Edition:
Version:
Key Pair
Create Mew RSA Key size: |1024
Load From File
Save Cancel

Refresh, Delete Product
If a remote database or Online.License4lJ is used as the storage and there are other
users connecting to the same database, Refresh menu item can be used to see

changed licenses on database. It refreshes product information and licenses.
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Products can be deleted with Delete menu item; deleting a product will also delete

all licenses, activations, templates, and license generation settings for that product.

Disable and Enable Product Use

Activation, deactivation, validation, generation and modification can be disabled for
a product. Product menu and context menu has a menu item as Disable Enable
Product Use, and it brings a window as in the screenshot below. When any of the

product feature is disabled, product item on the left tree is displayed in red color.

(= Disable Enable Product Use

Disable Product Usage

[ ] Disable autn license/madification key generation

When selected, all auto license and modification key generation requests
will be rejected.

[ ] Disable all license activation requests
When selected, auto and manual license activation requests will be

rejected for all licenses which require activation.

[ | Disable all license deactivation requests
When selected, auto and manual license deactivation requests will be

rejected for all licenses which require activation.

[ ] Disable all online license validation requests
When selected, online license key validation requests will rejected for all

online floating license keys,

[ ] Disable license modification requests

When selected, all license modification key usage requests will be rejected,

Cancel

License and modification key auto generation can be completely disabled with the
first checkbox. All license activation and requests can be rejected with the second

checkbox. All license deactivation requests can be rejected with the third checkbox.
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Online license key validation can be disabled with fourth checkbox. When last

checkbox is selected all license modification requests are rejected.

When any of the feature is disabled, all generated licenses are affected, so it may

be used to temporarily disable a product and make modifications, updates etc.

Change Product Category

Products can categorized with creating categories. Unlimited number of categories
and subcategories can be created. It is possible to change a product category with

Change Product Category menu item.

Following window displayed with a list of products and categories, product will be

moved to selected category.

£ Select Product Category

Categories

; Database Storage
, Category A
, Category B
D My Product

0K Cancel
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View Key Pair

Key pair, public and private key is displayed with View KeyPair menu item. Public
key is used in license validation. Key pair and private key is displayed for

informational purposes; they are not used in any part of license validation, but they

are used in license generation methods.

£ View KeyPair

KeyPair Information

Select g
KeyPair
Public Key
Private Key

Copy to Clipboard Close

When KeyPair is selected from list, Save to File button is also displayed. Saved
KeyPair file should kept in a secure place; because it includes the private key for the
product. This option can be used for backup purposes or to create more than one
products with same public key; so that same public key can be used to validate

licenses for more than one product.

10
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£ View KeyPair
KeyPair Information
keyPair Do
# KeyPair (id: 1424335639486) ~

2bbdl274alabeldbe0E9bcfatfdaicibbl0583cce2B02818203b17433530ke
358£faTbl0c3739cl20dc93ccidad29342f89cd40c3812afaB8ffc9891353802
08077d6dab58584kbd924kc02d7a8a5dec2eTad5blbb93849%2d4c21 85078
T4h3342ed4ckl156d412102045fk61320cEeardab0085504428a4440526253a2
383a940kedfl93ecie3beldadadetadhfifdcaecce3lebelalatlc2aB9ad3s
3£203d0041cfebi881ecd30077834ec2biabbd2b4 254590151581 ab642201
9fed0Ea04e4be539db039845fh1fE34d03a416d4808367c5233b8cheB5c3a
df2ecddc038048508846a%adcdba533424d42617k3e0df668Tc0e31b00T
206£33e0524ecT257752ad7EcB02£39£5978cd0f2adaaf1bel 304303209
38d14439aed5695c9cEE24c433272e80dec0ba0d79b6bdfafi4e58ed 704
e5el442cci2e003edaf10021088f2£25558523579c34e40507a8c08db7a5

AL DD 011 0T A 0] ACSEIASFTIIACTNTOACLCNTI OafiD] anFfn fflnd anmnEsfS s 41

Save to File Copy to Clipboard

Product Update Notifications
Product update notification can be added for each product with edition, new version
number and optional update message. In the update management window as in the

screenshot below, update notifications are managed.

£ Manage Product Update Notifications
Actions
Product Updates
D Version Edition Time Created Motification Count per Client  Client Read Count Message

11
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Following is the window to create a new update version. Notification count is the
number of times which update notification will be displayed to user; display count is

increased and stored for each different user computer.

(£ Update Notification
Update
Product Edition: (edition, if update is for an edition; null if not)
Mew Version: 0.0 (new update version number as a double)
Motification Count: |0 (how many times update notification will be displayed)
Message:

Save Cancel

Managing Categories
Categories is a way for grouping products on the left tree in license manager. They

are just like standard folders.

Create, Edit Categories
Category name is a required field. Unlimited number of categories and

subcategories can be created.

12
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L Create New Product
Category Information
Mame: Some Category

Description: | A Description

Save Cancel

Refresh, Delete Categories
When a category is refreshed, subcategories, products and licenses for that

products are all refreshed from database.

If a category is deleted, all subcategories, products and licenses also deleted

recursively.

Confirm Category Delete

Are you sure you want to delete category 'Category A'?

All products and licenses under category'Category A' will also be deleted.

Mo

Backup and Restore Products
Products menu has Backup Product and Restore Product menu items to backup and

restore all features of products.

Backup operation copies all settings of product, license templates defined, auto
license generation settings, generated licenses and activations to an encrypted text

file. Password for encryption is defined before performing backup.

13
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Backup can be restored to same or any other local database storage or to

Online.License4J system if same product does not already exists.

Backup file is encrypted with a password when checkbox is selected on the dialog
window as in the screenshot below. Encryption may take long depending on product

data size (number of licenses, activations etc.)

| £ Encryption

Encryption
Encrypt Backup File

Fasswaord;

Retype Password:

0K Cancel

Backup/Restore can be also used to transfer some products with all their settings
and licenses to different database storage or to/from Online.License4J system. If
product includes licenses and or templates with activation feature enabled; and
license generation settings; and license keys floating over internet, it cannot be

restored to a local embedded derby database.

Managing Licenses

Licenses are generated for products in license manager, so a product must be

selected on left tree to enable license menu items.

Five types of license are supported;

1. License Text

14
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License text normally used as a license file, it is an encrypted text of defined
properties. The first line includes product name and a unique license id for
information. It can store product and license information, and also unlimited

number of custom features.

Sample license text:

# My Product License (id: 1365675659120)
25f2ca4d8070e4a7baef4b7dd5549ba520dbb305d222dd9c18cbee490709
4cef78e28fade0e235F6011182¢c6764a1d5344b0605a2Fd2b7769F47Fb75
b7badc745e56870b04b1e658ddbb6661fa53e3f53ae515af5335d724db28
cfel319225a4a91893Ffd0493b683c7b0dFIb5b547ae0364Fa82059dda7af
6ef448efal21974bf1b8eb26beb795a2b77339236a9360cch350afef372e
afaa2dclcc60e998284T41b2cebac295d840c3fcdla6d0a0a698027ch91c
27248d477bcb9929878bd66c040216cla2cl2a79af3fc47eabddd279da33
ca9c58421d6de12608ef47ed5aalaf304998Fc9211823b69e83d991c0d2d
5a804b5d39a2aeec8046e72c2cd93ca8fal0l1e643bf6eal32753d24e67d38e
60af3bd6842092Fddfffd2c32383d6ed499d0aaed60cOdde2d28afh22e85
23c82961850dad464fa40c4bc3ba3a80b57¢c8177F87b4c1ddd90c4F9f39e
lec5914e68feefd5c376bceae7c98Fb68d6F0F646c04d2chb12b77948b1F7
b52cdb1954eetc9ca3th43alt61dd4068ec426Tadbfe570ccl1306F42cadb
3174a60d1a568275c5a9f30891cadde7d968

Comment blocks can be added before or after the license text between “/***”
and “*/” characters like in Java. Line starting with # sign should be either not
modified or completely removed. The following is also a valid license text

format.

/** This a comment block before license text */
/** Some text here.

Some more text here.
*/
25f2ca4d8070e4a7baef4b7dd5549ba520dbb305d222dd9c18cbee490709
4cef78e28fade0e23516011182¢c6764a1d5344b0605a2Fd2b7769F47Fb75
b7badc745e56870b04b1e658ddbb6661fa53e3f53ae515af5335d724db28
cfel3f9225a4a91893Ffd0493b683c7b0dFIb5b547ae0364Fa82059dda7af
6ef448efal21974bf1b8eb26beb795a2b77339236a9360cch350afef372e

15



LICENSE4J License Manager User Guide

afaa2dclcc60e998284T41b2cebac295d840c3fcdla6d0a0a698027ch91c
27248d477bcb9929878bd66c040216cla2cl2a79af3fc47eabddd279da33
ca9c58421d6de12608ef47ed5aalaf304998Fc9211823b69e83d991c0d2d
5a804b5d39a2aeec8046e72c2cd93ca8fal0le643bT6eal32753d24e67d38e
60af3bd6842092Fddfffd2c32383d6ed499d0aaed60cOdde2d28afh22e85
23c82961850dad464fa40c4bc3ba3a80b57¢c8177F87b4c1ddd90c4F9f39e
lec5914e68feefd5c376bceae7c98Th68d6T0F646c04d2ch12b77948b1F7
b52cdb1954eefc9ca3fb43alf61dd4068ec426fFadbfe570ccl1306F42cadb
3174a60d1a568275c5a9130891cadde7d968

/** This a comment block after license text */
/** Some text here.

Some more text here.
*/

2. Floating License Text
Floating licenses can only be installed on License4J Floating License Server
and clients lease licenses from license server. It is same as license text with
additional floating license features defined internally. It can store product and

license information, and also unlimited number of custom features.

License Text file format is same with normal License Text above, comment

blocks are also supported.

3. Basic License Key
Basic license key is generated with a reversible algorithm and a hidden
keyword. It is not cryptographically secure. It can store hardware ID if license
is node-locked, and activation required or completed information with defined

activation period in days.

Sample basic license key:

AQDS6-UAYJU-66FXV-WOWVL-UGA4P

4. Cryptographically Secure License Key

16
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This is a secure license key generated with EC algorithm. Since an encryption
algorithm is used, it is a longer key. It is also used as an activation code on
Online.License4J. It can store hardware ID if license is node-locked, and
activation required or completed information with defined activation period in

days.

Sample cryptographically secure License Key:

2UTQF-DSFT5-GOUWC-DM23D-36FA2-KJQ4A-A9FES-6CO9EN-2LYLV-WD3AR-HMHSY

5. Online Basic Key Floating Over Internet
This type of license key works like floating license text. Online.License4J and
Auto License Generation and Activation Server handle license lease and
management. After validation a license text is obtained by Runtime Library

and the license text can store many features like normal license text.

Sample basic license key:

CZ3ED-FUK99-EU9S4-9195P-S3REF

Generate New License
A wizard is used for license generation, each step of the wizard defines various
features of a license. Different wizard steps are displayed depending on selected

license type.

The first step is for template loading, if there is no templates defined for the

product, it displays a message.

17
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L]
Steps

1. Load Template
2. User Information
3. License Type
-

Generate New License

Template

Select Template: Product does not have a template v

m

5 Next = Finish Cancel

=1
-

The second step includes user information. User information like name, company, e-

mail is defined. This step is same for all license types to save user information.

1=
Steps

1. Load Template

2. User Information
3. License Type

TR

Generate New License
User Information
Full Name: Register To:
Company: E-Mail:
Street: Telephone:
City: Fax:
Zip Code: Country:
< Previous Finish Cancel

License type selection is on the third step. After selecting a license type, wizard

steps changes according to selected license type.

18
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Steps

1. Load Template
2. User Information
3. License Type
L A

Generate New License

License Type
(") License Text
(") Floating License Text
(") License Key
Basic Key
Cryptographically Secure Key

Online Basic Key Floating Over Internet

Finish Cancel

< Previous

When license text is selected on the third step, following fourth step displayed for

defining license text features.

Steps

1. Load Template

2. User Information

3. License Type

4. License Text Features
5. Activation Information

6. Custom Features

7. Date and Time Check

8. Finish Information

Generate New License
License Text Features
License Quantity: 1 (1-999999)
valid Product Edition:
valid Product Version:
License Validity Period: |0 days (1 - 99933)
Maintenance Period: |0 days (1 - 99993)

Hardware ID:
[] set Past or Future Generation Date and Time
2013-08-02 13:31 = | (format: yyyy-MM-dd HH:mm)

< Previous Finish Cancel

The next step of license text generation is to define some custom signed/unsigned

features if required.

19
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5 Generate New License

Steps Custom Features

1. Load Template add

2. User Information

el
m
E
m

3. License Type

4. License Text Features

m
(=

5. Activation Information
6. Custom Features
7. Date and Time Check
8. Finish Information

< Previous Finish Cancel

Use the buttons on right to add, remove or edit a custom feature. Following is a

screenshot of add custom feature window.

£ Custom Feature

Custom Feature
(") Signed () Unsigned
Mame: |

Value:

Save Cancel

Any information can be stored in key and value pairs in license text, and can be
checked/verified after license validation; depending on custom feature value some

software features can be enabled or disabled.

Signed custom features are used in license validation, so they cannot be modified in
license once license is generated. Unsigned custom features can be modified since

they are not used in license validation.

20
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In the next step online date/time check settings defined. If it is selected to run on
each run, defined NTP server, web server, and if applicable active directory server is
queried in order to get the time, so date/time changing on customers’ computer can
be detected. If an online date/time source is queried and the difference is more than
24 hours with customers’ local computer time, license validation status is set as

INCORRECT_SYSTEM_TIME.

Web server link must return a single line of time since epoch like 1365676045742.

It should be text/plain and only contain the number.

£ Generate New License
Steps Date and Time Check

1. Load Template Online Date and Time Check: Do not check W
2. User Information
3. License Type MTP Server: Timeout: |0 {1-5000)
4, License Text Features —

Web Server: Timeout: |0 {1-5000)
5. Activation Information
5. Custom Features Query Local Active Directory Server (Windows only and if available)
7. Date and Time Check
8. Finish Information

< Previous Finish Cancel

And the last step for license file generation displays defined features for the license,

after clicking on finish button license is generated.
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Generate New License

Steps License Information
1. Load Template
2. User Information
3. License Type License Information
4, License Text Features 1D 1374668077570
5. Activation Information Generation Date Time 2013-07-24 15:14:37
6. Custom Features License Type License Text
7. Date and Time Check Quantity 1
8. Finish Information . o .
Walid Product Edition Professzional
Walid Product Version 1.0
License Validity Pericd 0 W
< Previous MNext = Finish

If Floating License is selected on the third step, one additional step is added to
wizard and as seen on screenshot below floating license features are defined.
Floating license check performed in defined license check period times in minutes.
Floating license server check performed if defined in related field. The last allow
multiple instances feature defines whether it will be allowed a user to run multiple
copies of software on the same host computer. This feature can be used to prevent
customers using a single product license on a remote computer by running many

copies with same user id.

Superseded Floating License IDs field defines superseded floating license IDs by this
new license. This feature is used to replace floating licenses on customer’s servers.
If it is needed to disable a floating license usage and replace with a new one due to
adding or removing some new features to software product, license IDs should be
defined in this field while generating new license. More than one license ID can be
defined separated with space character. When a new floating license is generated
and installed on floating license server with some superseded license IDs, all defined

license IDs are searched in installed license list and when found they are disabled.
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It is possible to supersede all older floating licenses for a specific product depending
on search selection. Product ID search is always performed, then Edition and
Version fields are searched if selected. License issue date values are compared and

older licenses are superseded with this setting.

If the license superseding some other licenses are removed from floating license
server, superseded licenses are again enabled and can be leased. Since issued and
installed licenses cannot be modified on customer’s floating license server, license

superseding is the only method for floating license modification and/or replacement.

License supersede feature is first added to version 4.4.0. If any license with
supersede definition is installed on a floating license server older than version 4.4.0,
it will not supersede defined licenses because older versions does not have this
feature. In order to prevent use of superseded licenses on old floating license
servers, floating license server version can be queried with runtime library on
product side. LicenseValidator.getFloatingLicenseServerVersion method sends a request
to server and returns version number. It returns 0 (zero) for all floating license
server versions older than 4.4.0. If server version is 4.4.0+, it returns version
number as integer (e.g. 440). If new license supersede feature is used, it is
recommended to check version number before floating license validation. License.
getFloatingLicenseServerVersion method can also be used after license validation to
check for server version. If version number is not 440+, leased license should be

released with License.releaseFloatingLicense method.
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=
Steps

1. Load Template

2. User Information

3. License Type

4. License Text Features

5. Floating License Features
6. Custom Features

7. Date and Time Check

8. Finish Information

Generate New License
Floating License Features
License Check Period: 0 minutes (0 - 1440)

License Server Connection Check Period: |0 minutes (0 - 1440)

[ Allow Multiple Instances for Same User on Same Host

Superseded Floating License IDs:
Supersede All Old Floating Licenses: [] with Same Product ID
[] with Same Edition

[] with Same Version

< Previous Finish

Cancel

If basic license key is selected on the third step, wizard steps changes as in the

following screenshot. Only license key features can be defined. Internal hidden

string is used in basic license key generation, if it is not defined unique product id is

used, so it must be used in license validation method. Customer full name and

company name can be used in license validation if related checkbox items are

selected.

E‘
Steps

1. Load Template

2. User Information

3. License Type

4, License Key Features
5. Finish Information

Generate New License
License Key Features
License Quantity: 1 (1-99939)
Hardware ID:
Internal Hidden String:

[ ] Use Customer Mame in Validation

[ Use Company Name in Validation

= Previous Mext > Finish

Cancel
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There is no difference in wizard steps if cryptographically secure license key is
selected in third step. The only difference is that internal hidden string is not

required in license key generation since a cryptographic algorithm is used.

If “Online Basic Key Floating Over Internet” license type is selected on the third

step, following step is displayed.

£ Generate New License
Steps Online License Key Features
1. Load Template License Concurrent Quantity: 1 (1-999259)
2. User Information
Allowed L Count: a 0 -1999399
3. License Type . ( )
4. Online License Key Features Allowed Usage Time Limit: i minutes (0 - 999999)
3. License Text Features
Max Inactive Period: &0 minutes (1 - 1440)

6. Custom Features
7. Date and Time Check Maximum Re-Checks Before Drop: |1 (0 - 10)

8. Finish Information
[] Don't Keep Released License Usage Records

Define a Spedal Key: {min 5, max 255 chars)

Finish Cancel

< Previous

In this step, online basic key settings are defined. License concurrent quantity
defines maximum concurrent license usage count. Allowed Usage Count defines
maximum allowed usage. With allowed usage count, it is possible to limit how many

times a software is allowed to run.

Max Inactive Period defines maximum inactivity time in minutes for a license.

License4J Runtime Library periodically connects in defined intervals to Auto License
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Generation and Activation Server or Online.License4] system to acknowledge its
license usage. If for some reason server does not get acknowledge for more than
defined inactivate period time, it drops license usage. Maximum Re-Checks Before

Drop setting defines maximum number of failed acknowledge checks for a license.

If Don’t Keep Released License Usage Records checkbox is selected, historical online
license key usage records are not stored; records are deleted when they are

released. By default server keeps all released online key usage records.

Special key field allows to define the key, it should be between 5 and 255 characters
long. This field is optional, if it is left blank, 25 characters long license key is

generated.

Activation step is displayed as below for both online and database storage licenses.

[E=) Generate New License
Steps Activation
1. Load Template Activation Required
2. User Information
Activation Period: 30 w | days
3. License Type
4, License Key Features Allowed Activation Count: 1 {1-9999599)
5. Activation Information
Allowed Deactivation Count: |3 (0 - 999999)
6. Finish Information
Activation Return: License Text w |:| Reject License Deactivation

[] Don't Keep Deactivation Recards [ | Reject Modification Key Usage

[] Set Activated License Text Generation Time to Activation Time

Offset From Activation Time: |0 hours {-720 - 0)
Hardware ID Selection: (@) Check All () Chedk Any () Check Custom Hardware ID
[]1 -Hostname 3 - System Disk Volume UUID
2 - Ethernet Address 4 - HDD Serial Number
< Previous MNext = Finish Cancel

If license will require activation, it can be defined in this step. As in the screenshot,
allowed activation count may be defined different from license quantity thus

customer buys one license but it may activate license on his/her two computers like

26



LICENSE4J License Manager User Guide

work and home if allowed. Deactivation records are also kept if Don’'t Keep
Deactivation Records check box is unselected. When maximum allowed deactivation
count is defined, user can deactivate and reactivate (to move license to another
computer) for defined number of times; after limit is reached activation status
returns an error. Reject Modification Key Usage checkbox controls modification key
usage for this license, if it is selected this license cannot be modified with any

modification key usage.

While generating a license template, allowed activation count field is replaced with
another field named as coefficient number as in the screenshot below. When a
coefficient number greater than 1 is defined, licenses generated with this template
will have allowed activation number set to license quantity multiplied with coefficient

number.

Coefficient number may be used for some licensing methods which requires more

than one activations for each generated license.

(%) Generate New License x|
Steps Activation
1. Load Template [] Activation Required
2. User Information : :
Activation Period: 30 v | days
3. License Type
4. License Text Features Allowed Activation Count: |1 (1-999999)
5. Activation Information
Activation Return: License Text v
6. Custom Features
7. Date and Time Check [¢¥] Reject License Deactivation [ | Reject Modification Key Usage
8. Finish Information [ ] Set Activated License Text Generation Time to Activation Time

Hardware ID Selection: (@) Check Al () Check Any (_) Check Custom Hardware ID

[#] 1 - Hostname [#] 3 - System Disk Volume UUID

[[] 2-Ethernet Address [ | 4 - HDD Serial Number

Finish Cancel

< Previous
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Activation period starts from license generation date, NOT license installation date

on customers’ computers, because license installation date can easily be changed.

Activation return types are activation code and license text. If license text is
selected and license type on the third step is selected as a license key one
additional license file features step is added and features which will be added to
activated license can be defined. Activation code return type generates a

cryptographically secure license key to be used as activation code.

Set Activated License Generation Time to Activation Time checkbox is enabled only
when selected activation return is a license text. It is also available on license
template generation wizard. When this checkbox is selected, activated license text
which will be delivered to customer will have generation time set to same value with
activation time. This feature is useful when a single trial license to be generated; a
single trial license is generated and distributed in software or web page to all
customers, and when customer activates license its validity period starts, and works
for defined limited validity period. Also sometimes, it may be required to generate a
license which validity period starts after activation. Offset From Activation Time
setting defines some negative offset value from activation time. When it is defined
activated license text generation time is generated with calculated offset. This is
useful if users’ local computer time is not synchronized with a time source on
Internet; if user’s local computer time is ahead real time, activated license text will

be invalid until local computer time is ahead activation time.

Activated license is locked to customers’ computer with a hardware id. Hardware
IDs can be combined with AND and OR combination. It can be defined to lock
license to a computer by using its hostname, Ethernet mac address, disk volume
serial number (UUID) and disk manufacturer’s serial number. Check All checkbox
combines selected hardware id types with AND, Check Any checkbox combines

selected hardware id types with OR.
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Custom hardware ID can be used and enabled with “Check Custom Hardware ID”
checkbox. When this checkbox is selected activation server will use the custom

hardware ID supplied with autoActivateWithCustomHardwarelD method.

Activation deactivation is disabled by default. If you need deactivation feature, it
should be enabled in this step. If you enable deactivation and allow your customers
to deactivate within your product, keep in mind that you must delete activated
license text or key from customer’s computer yourself. The file you kept license
information should also be hidden to your customer and cannot be easily found and
copied. If customer can find and copy license file, they can use that file after

activation.

In version 4.5.4+ custom features step is different for floating license text type
license. There is a new feature in floating license text to count custom features
usage. When “Add” button is clicked to add a new custom feature, following window

is displayed.

(£ Custom Feature

Custom Feature
(@) Signed () Unsigned
Mame: |
Value:

Enable Custam Feature Checkout/Release
Quantity: (0 -999999)

Save Cancel

Concurrent use quantity can be defined for each signed custom feature, then it can

be checked out by LicenseValidator.checkoutFloatingLicenseTextCustomFeature(String
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featureName, License licenseObject, String floatingLicenseServer) method in runtime
library. When it is successfully checked out the value of custom feature can be
verified with license.getLicenseText().getCustomSignedFeature(featureName)

method.

It is released with LicenseValidator.releaseFloatingLicenseTextCustomFeature((String

featureName, License licenseObject, String floatingLicenseServer).

Notice: By default custom features with defined quantity is not enabled after license

validation, they must be checked out specifically.

Generate New License in Bulk

Bulk license generation is possible with “Generate New Licenses in Bulk” menu item.
The following screenshot is displayed to generate licenses. There are two options for
bulk license generation. The first option generates defined number of licenses with
empty user information. The second option is used to generate licenses for users
imported from a CSV file. In both options, selected license template is used to

define license type and features.

CSV file must be encoded as UTF-8 and include following columns without a header.

Full Name, Registered To, Company, E-Mail, Street, Telephone, City, Fax, Zip Code Country, Quantity
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& Generate Licenses in Bulk
Bulk License Generation
Select license template to use: Select a template g
Without user information
Mumber of licenses to generate: 1 (1-999999)
Set each license quantity to: 1 (1-999993)

With user information imported from file

Comma Separated Values from file:

m
[=]
i
m

(]
m
]
il
i
m

Cancel

Processing

Generating licenses... (31,/1000)

View License

Generated license features are displayed with View menu item. On the bottom,
license string which will be sent to customers will also be displayed. License

information as displayed on this window can be saved to an HTML file with “Save as
HTML” button.
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£ License View

License Information

License Information

i 1402300654213
Generation Date Time 2014-06-09 03:27:34
Generation Source Manual

License Type Basic License Key
Quantity 999959

Internal Hidden String some-internal-string
Use Customer Name in Validation false

Uze Company Name in Validation falze

Locked Hardware ID

User Information

Full Mame Sample Trial

Registered To Some Customer Name v

Save as HTML Close

Modify License

There are two different modify menu items in License menu. Full modify option is
used to modify all license features but this modification also changes previously
generated license key or text. So that license string should be sent to users again.
Minimum modify option modified license features which are not directly used in
license key/text generation. The features which cannot be modified will be disabled
on minimum license modification wizard. Most of the features of license keys can be
modified including quantity, because there are only few features used in license key
generation. Only activation features can be modified for license text. Floating license

text cannot be modified.

Clone License

Cloning license is available through Clone menu item. The generate license wizard
comes with all features defined as in the source license. They can be used as is, or
can be changed. A new license with a different license ID will be generated, and the

generated license string will be different.
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Delete License

Licenses can be deleted with delete menu item. If deleted license has activations, all
activations are also deleted. License availability on server can be checked with
LicenseValidator.checkOnlineAvailability method. When you want to blacklist a license
and stop future usage on customer computers, you can just delete the license and

use checkOnlineAvailability method in your software product.

Export License
Licenses selected on the license manager are exported to text files with Export

menu item.

Export Licenses to CSV File
All product licenses or only selected licenses can be exported to a CSV file with
Export Licenses to CSV File menu item. All license features in the database will be

exported.

Selected licenses can also be exported to Excel (xIsx) file with current view setup.

Excel file will include only the active columns on License Manager.

Search License

A License key or text can be searched with Search menu item in License menu.
Single license key or any license text is searched for selected product and if found
license view window displays the found license information; found license is auto
selected on license table. It also searches for activation code and activated license,
if given license key is an activation code or given license text is license activation it
displays activation view window after finding the license and displaying activation

management window. When a modification key is searched, modification key
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management window is opened and found modification key is selected then

displayed.

3] Search License

License String

Search Cancel

Test License

Generated license keys and license text can be check within License Manager GUI,
after test completes, source code is displayed and can be copied to run on any Java
IDE tool. Test is performed with all available arguments of LicenseValidator.validate
method. First test is performed with correct arguments to test that license is valid.
Other tests are performed with incorrect variables to demonstrate and test license
features. License and maintenance expiration features are tested with incorrect local

time if online date/time check is not enabled.

Test method also performs activation on defined host (either Online.License4J or
own Auto License Generation and Activation Server) if license activation is enabled.

Activation test can be disabled with the checkbox, and also host can be defined if
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license is stored on your database and Auto License Generation and Activation
Server is installed. After activation, returned license text features are displayed. Do

not forget to delete test activation on Manage Activations window.

£ License Test

License Test

LICENSE INFO

License ID: 1375440188180

Generation Date: 2013-08-02 13:43

Product ID: sample-id-123456

Product Edition: Professional

Product Version: 1

License Hardware ID: null

License Expire Date: Sat Aug 02 13:43:08 EEST 2014
License Maintenance Expire Date: Sat Aug 02 13:43:08 EEST 2014
Online Date Time Check Enabled: false

Bctivation Required: true

Bectivation Period: 0O

Bctivation Completed: false

Show Source Code Copy to Clipboard Activate on | http:f/YourServerName:Port/algasfautoactivate Start Test Close

After test completed Show Source Code displays the source code for performed
tests.

[E) License Test

License Test

= ~
= Save this code in a file named as TestlicenseMain.java.

* Add License4) Runtime Library then run,

=

import com.license4j.License;

import com.license4j.LicenseValidator;
import java.util.Calendar;

import java.util.Date;

public dass TestlicenseMain {

public static void main(String([] args) {

String licenseString = "731196caff45503762d 5da 12870646d8 30 209089740 259 3b4af33580a 16bc 7e 78ae 5a 32640 7769909508 2422 370¢
68e63b8d 193017 17c7c40034d8b b 3a6ad4b8 1486d69f 74dcfe69fa3eba 37319 19dffe0ech 318 72a42d 10096 7e 50cca 51589d 150975 1 7ffae 3a 1f0a28 2

779 1a4474r2hARORAN GOk Peh M7 N EMhATA2R4e F1AA4h ANARA4 72 ThAB2 AR 7 TNAR A TEARGR adfehdRR= 20 2 IdAeNarR 7 Teh Ofr JaenABRRan- 24524 27 e
£ >

how SourceCode Copy to Clipboard Activate on |http:ffYourServerMame:Port/algas fautoactivate Start Test Close
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License Deactivation

By default license deactivation is disabled. It can be enabled during license
generation in activation step or later in manage activations window. Manage
activations window actions menu has a menu item called “Disable Auto Activations”,

a notification is displayed on the window if it is disabled.

Deactivations is still stored if it is selected in license generation wizard; and
maximum allowed deactivation count is defined in license generation wizard while
generating license. When there is a limit on number of deactivations, license can be
deactivated and re-activated until limit is reached. Therefore license move
operations can be made by users in defined limits. License activations can be

deactivated manually and if required reactivated in Manage Activations window.

License deactivation can be either automatic with method autoDeactivate in runtime
library or manual by submitting a form to license server. For manual deactivation,
the string value to submit can be obtained and displayed to users with license.

getManualDeactivationRequestString().

Manage License Templates

Any number of license templates can be defined for each product. All license
templates are displayed on template management window. Create, edit, delete,
view actions are available under Actions menu. License template creation is done

with the same wizard as license generation.
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(£ Manage License Templates
Actions
License Templates
Mame D License Type Activation

Version 4.5.4+ includes two new menu items in Actions menu. The first one is
“Display validate Code”; it gives license validation code for licenses generated by
using the template. The second menu item is for new easyValidate method. It gives

encrypted string to use in easyValidate method.

Manage Activations

License activation is a feature which is enabled when used with Online.License4]
storage system or Auto License Generation and Activation Server, so
License Manager must be connected to Online.License4]) server or Auto License
Generation and Activation Server should be installed and activations must be

enabled for the generated license.

When activation management window opened, all activations for the license is

displayed.

37



LICENSE4J License Manager User Guide

[ES Manage Activations
Actions
Activations
Activation ID Hostname Hardware ID as From Activation Date... DeactivationD... Expiry Date Maintenance E...
Activation Count Information
Activation Count [ Max Allowed: 0/1
Deactivation Count / Max Allowed: 0/f10

On the bottom, activation count and allowed activation count is displayed. Allowed
activation count can modified with Modify Maximum Allowed Activation Count menu
item in Actions menu. Deactivation count and maximum allowed deactivation count
is also displayed if defined for license in license generation wizard; maximum

allowed deactivation can be modified in Actions menu.

Note: Value of O (zero) for maximum allowed deactivation count means

unlimited.

Allowed or Denied IP blocks can be defined with Modify Allowed/Denied IP Block

menu item. Following window displayed to define IP access restrictions.

38



LICENSE4J License Manager User Guide

£ Activation IP Restrictions

Add

a
o
o

m
=

Save Cancel

Allow or Deny action should be selected first, then desired IP blocks can be defined

and modified with buttons on the right of window.

Auto and manual activations for selected license can be temporarily or permanently

can be disabled with related menu items in actions menu.

Manual activation is performed with Add Manual Activation menu item, as on the
following screenshot hostname (for informational only, not used in activation
creation), and hardware id should be defined. After adding activation, it can be

exported to a file to send to customer.

£ Manual Activation

Activation Information
Computer Name (hostname):

Hardware ID:

0K Cancel
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Selected activations with all database fields can be exported to CSV file with related
menu item. They can also be exported to Excel (xlsx) file as seen on License

Manager Table.

Manage Online Basic Key Usage
Online Basic Key Floating Over Internet is a license type which works when used
with Online.License4] storage system or Auto License Generation and Activation

Server.

Real time online basic key used can be monitored with Manage Online Key Usage
menu item in main license menu. Following window is displayed and it is very

similar to manage activations window.

ES] Manage Online Key Usage
Actions

License Leases

Client 1D Hostname o5 From Leagse Time Last Connection time Duration

Information

Lease Count / Allowed Lease Count: 0/1 Use Count | Allowed Use Count: 0/0 Usage Time Duration [ Usage Time Limit; 00:00:00 / 00:00:00

Windows displays all usage whether it is active or inactive. Inactive usage is grayed
out in table view. There are two options to remove a license lease: Remove menu
item just marks usage as deleted and license use becomes available, but
Permanently remove menu item completely deletes license usage record from

database so license use count and usage time duration values are also updated.
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License quantity can be modified with Modify License Quantity menu item. All
changes are applied in real time. Current license usage is displayed on the bottom

of window.

As in activation management, allowed or denied IP blocks can be defined with

Modify Allowed/Denied IP Block menu item.

License usage can be disabled with “Disable New Validation and Lease” menu item
in actions menu. Currently leased licenses will continue to work but new license

lease requests will be denied.

If license has a limit for maximum use, current use count and maximum value is
displayed at the information panel. Maximum allowed use count can be modified
with related menu item in actions menu. If maximum use limit is not defined for

license, window still displays current use count but does check for limits.

If maximum usage time limit is defined, usage times and maximum value will be
displayed on window. When usage time limit reached, server denies license lease
requests; if license is already leased defined handler timer thread

(OnlineLicenseKeyCheckTimerHandler) is run.

License usage table can be refreshed with related menu item or with F5 key to see

current license usage.

Selected online key usages with all database fields can be exported to CSV file with
related menu item. They can also be exported to Excel (xIsx) file as seen on License

Manager Table.
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Automatic License Generation Settings

Automatic license generation is a feature of Online.License4J system and License4]

Auto License Generation and Activation Server.

Management window is similar to license template management window. Any

number of different auto license generation settings can be defined.

s Manage License Generation 5ettings
Actions

License Generation Settings

1D Marme Creation Date

With Create menu item, following window displayed.
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& License Generation Settings
General | Input Settings | Output Settings
Settings
Descriptive Name:

Security Code: ] Generate

Access Restrictions

Allowed IPs:

Add

Remaove

Edit

Allowed Domains: | =

(Will be used for Access-Control-Allow-Origin header to accept AJAX reguests)

(Space separated list of domains)

Predefined: Select i g Load

Share-it (license key)

Share—-it {(license text)

BegNow

SWREZ (license key)

SWREE (license text)

FastSpring

Zvangate (key, xml output) W

Clear Save Cancel

Window includes three tabs for general, input and output settings. Also there are

predefined settings for Share-it, RegNow, SWREG, FastSpring, Avangate and PayPro

which can be loaded on the bottom of window.
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Since auto license generation will be performed by accepting HTTP POST requests,
allowed server IPs can be defined on the first screen. Security code is for license
generation URL and check on each license generation request. Allowed domains field
is used to define domains which are allowed to send Ajax requests. Allowed domains

are used in Access-Control-Allow-Origin header.

On the input settings tab, POST variable names which any payment processors or
remote server is posting are defined. Custom features can also be defined, so it is

possible to send many features to use in license generation.

Security code parameter and Security code value is used for some payment
processors for extra security, not all payment processors support it. If a custom
license generation request sent, it can be also used for security. Generated sample

PHP script use this security code protect license generation.
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£ License Generation Settings
General QOutput Settings
POST Variables
Registration Mame: E-Mail:
First Marme: Last Mame:
Telephone Mumber: Fax Mumber;
Street 1. Street 2
City: State:
Zip Code: Country:
Company: Custom Features
License Quantity: Hardware ID:
Security Code Parameter: Security Code Value:

Predefined: |Select W Load Clear Cancel

On the output settings tab, HTTP response type, disposition content before and after
license string can be defined to support any payment processor, or any custom

license generation requests.
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= License Generation Settings

General | Input Settings ||

HTTP Response Settings
Content Type:

Content Disposition:

Returned License Content Settings

Content before license:

Content after license:;

Predefined Payment Processors: |Select ¥ Load Clear Save Cancel

License generation can be temporarily or permanently disabled with “Disable

License Generation” menu item.

Display License Generation URL
License generation URL is only displayed with the selection of license template, a

sample URL follows.
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(= License Generation URL

Auto License Generation URL

http:/fonline. icense<. com/d/generate 13690453 15842244700 10 13683 766383588

Copy to Clipboard Close

This URL is used to post license generation request with data in post variables. HTTP

or HTTPS can be used; HTTPS may be unsupported or slow in some cases.

Display HTML Form Source for License Generation
A basic sample HTML form source code is prepared from defined form variables on
automatic license generation settings window; it is displayed with “Display HTML

Form Code” menu item.

It can generate three sample HTML forms. Basic HTML form just submits a form to
server and displays generated license. Ajax HTML form submits form with an Ajax

request and displays generated license on the same page without page refresh.

Finally it also generates a PHP file for secure license generation; since PHP is a
server side language, users cannot see license generation URL and security codes in
PHP script. Open in Browser button saves generated HTML file to user’'s home folder

and open in default browser.
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& HTML Form

HTHML Form Source

Server: |http:/fYourServerName:PortNumber Select o Open in Browser | | Copy to Clipboard

Basic HTML Form

AJAX HTML Form
PHP Script with AJAX HTML Form

£ HTML Form
HTHML Form Source
<IDOCTYPE html= ~
<html=
<head =
<title >HTML Form to Generate a License </title >
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<style type="text/css">
body {padding: 50pw;}
body, label, input {font-family:verdana;font-size:8pt; }
label {width: 200px;float:left;marain:0px 10px 10px Opx;color:white; font-weight:bold; text-align:right; }
br {dear:both;}
formDiv{width: 375pux; float:left;backaround-color dlightskyblue ;border: 1px solid black;padding: 20p:x;margin: 10px 20px 250p:
px;}
< fatyle =
<script type="textjavascript” src="http://code.jquery.com/fjquery-2. 1. 3.min.js"> < fscript >
zscript type="text/javascript™>
&(document).ready{function () {
E'frrmn mnd'aihmit (Rinctan 2% 1 W
£ >
Server: |http://YourServerMame:PortMumber AJAX HTML Form Y] Open in Browser | | Copy to Clipboard

A sample screenshot given below to display generated Ajax form page.
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Ry
41 HTML Form to Generate = %

<« & w E

# License4] Examples License (id: 142444874791%)

3el76a9ce2936b113d81a173fefasdcbafee37847fd51876a7cecldedsf4
John Doe 7ebs@ecbasl4bafoassTdesf11d2a6f3784e2343851978a2551759093a53
efdsce21888c47fb2as118de2dbe19588614927c2afE@elTcBEa54b7af 25

John 726fecfsarsceTdafceebsass3sdd3er32o8de1f796661448687dbs634e6

Dioe eegafedlebasafebaelinde3Tece719c0ae3517508bes6ed6738c5ddbeCS
bces1sbdebcaralsed3ssTfesaaasdsadiadilesbasefcadalaifellecss

john@example.com 83486b561a831cbEf548224991a5223283dccads 883 3b4020b8882594C
353a78dde1270e422fb3ed811canf 1a61acb12fcaF1978ddF 28f594ehasn

ACME Inc. 2a3fadeesdf4ceafe2720837a9adbf1519e19dc55ea20 6882682530738
sdefcebbccadfbo3eslesdfecfbdeescarlag254177b1e94127af118e71e

55555 54158b8bfa72ef2157027030831a875 2286481 100474995734

SE6G6 Se2c74paccdfesbfadsec7d1f3738268705e988ef143a29111cbd2a81cf5

b27bfaas1idiscccfdefe23aseczcb2eedzencerfarasibssedefezefedab
e1299e319d6C3887@C553a42ee98fe974eb418be3de55d745380150b4d b7
3badaffleedadsddsBdadfbe3858cc67aboesfel4f14eeT7alTiRe2e557ec
Paris 139b9c976b8a287571beb31d2e02679bacfd6e584479b21821Fedafa2d s
345742721b4cbadcB5652c2a8b4004b2

France

Submit

Send License E-Mail

License Manager GUI can connect to any defined SMTP server and send license and

activation in an attachment file to customer or any other recipient.

SMTP server settings must be defined on Mail Server Settings window which displayed
when Mail Server Options menu item clicked under Tools menu. As seen in the
screenshot below, any SMTP server with or without authentication can be used. Mail
settings are should be defined as a template. From name and e-mail address are
mandatory fields which will be used in sending e-mail. CC and BCC fields are
optional and can be used if required. Attachment field defines attached license file
name. There are two message editors available; a simple WYSIWYG editor and
HTML Source editor.
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[£] Mail Server Settings

SMTP Server Information

SMTP Host: smtp. server.com Part: |25
[JuseTLS
[ ] Require Authentication
Username: Password:
Mail Settings
From Mame: |You Mame From E-Mail: | youremail @example. com
(EE=
BCC:

Subject: {Product-Name} {Product-Edition} {Product-Version} License {License-ID}

Attachment: |License-{License-ID}.lic

Message: Basic Editor |HTML Source

Dear {User-FullName},
Your license for product {Product-Name} {Product-Edition} {Product-Version} iz attached.

Regards

Test SMTP Settings Save Cancel

The keywords in curly braces will be replaced by values from the license. Supported
replacement keywords are: {Product-1D} {Product-Name} {Product-Edition}
{Product-Version} {License-ID} and {User-FullName}.

License menu and context menu when right clicked on a license or activation
includes a Send E-mail menu item. As seen in the screenshot below, all keywords
between curly braces are replaced with the values in selected license. TO field is
obtained from user e-mail setting in license. Message can be modified on this

window just before sending e-mail.
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& Send License E-Mail
Message
From Mame: |Your Name From E-Mail: | YourEmail@domain.com
TO: sample @example, com

(Z=
BCC:
Subject: Example Application License 1380143735021

Attachment: |License-1380143735021. txt View Attachment

Message: | wySIwYG |HTML Source

Dear Sample Name,
Your license for product txample Application is attached.

Regards

License Messages

Messages can be defined for licenses to be sent to license owner customers.
Runtime library has a method to check for messages for the license. If you want to
send a message to a customer after license validation, it can be added with related

menu item in License menu.

Manage License Messages window as in the screenshot below displays all messages
for the selected license. With Actions menu new messages can be created, edited or
deleted. Client Read Count column displays total number of different client

computers which message is displayed on.
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[ Manage License Messages

Actions

License Messages

1D Time Created Display Count per Client Client Read Count Meszage

New message window has two fields. Display Count is the number of times which
message will be displayed to user. After checkForNewMessage method, if new
message is found it is returned to user and display count is increased for the user
computer. Message is displayed until display count value is reached. If display count

is zero, message is always displayed.

£ Update Motification
Update
Display Count: III| (how many times message will be displayed)
Message:
Save Cancel
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Managing Modification Keys

Modification keys are used to modify an already activated license both on server
and client. They are similar to license keys in format, can be 25 or 55 characters
long; also a special key can be defined between 5 and 255 characters long.
Modification keys are used with modifyLicense method found in runtime library. User
information, valid product edition and version, validity and maintenance validity

periods, and custom features can be modified.

Modification keys are useful if you want to modify an already activated license for a
customer. A custom feature may be added to add a new feature to software product
or expiration date can be extended. So you do not need to generate a new license
to extend validity periods, or modify features for a customer. Once a modification
key is used, license is modified and new activated license text is obtained, then it

can be replaced with the old activated license text on customer computer.

Modification keys are generated for products, so management window can be
displayed by selecting a product in left tree and using License Modification Keys
menu item. Modification keys also can have templates and auto generation settings,

and related windows can be displayed in the same menu.

A screenshot of modification key management window is given below.

E<) Manage Modification Keys
Actions

Modification Keys

Issue Date Allowed Usage Count Key Usage
2013-09-03 08:21:06 1 271
2013-03-03 1&6:0 7 1 171
2013-09-03 16:02:45 1 1/1
1 0/ 1

5

1378213720014 2013-09-03 1&:08:40

Key Count: 4
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Like license and activation management, all actions are available in Actions menu.
Key usage window is displayed with “Manage Key Usage” menu item. In this
window, key usage information is displayed, and also usage restrictions can be
applied. As in the license activations, IP block restriction, maximum usage count can

be modified, also key temporarily or permanently can be disabled.

() Manage Modification Key Usage

Actions
Modify Maximum Allowed Usage Count
Modify Allowed/Denied IP Block
Disable Usage me

From Usage Date/Time

Refresh

Close

Usage Count Information

Usage Count / Allowed Usage Count: 0/1

Modification Key Generation
“Generate New Key” menu item is used to generate keys, and a wizard dialog is

displayed to define key features.

% Generate New Modification Key

Steps Template

1. Load Template Select Template: Select a template Pw

2. User Information

3. Key Features

4. License Text Features
5. Custom Features

6. Finish Information

s Mext = Finish Cancel

If a modification key template is defined, it can be loaded at the first step.

54



LICENSE4J License Manager User Guide

If required modification keys can modify license owner information, the second step

is for user information.

£ Generate New Modification Key
Steps User Information
1. Load Template Full Mame: Register To:
2. User Information
3. Key Features EInTEwE e
4. License Text Features Strest: Telephane:
5. Custom Features
6. Finish Information City: Fax:
Zip Code: Country:
< Previous Finish Cancel

The third step defines key type and quantity. Modification key can be used until
defined quantity reached, and it modifies defined number of licenses. Dedicated To
License ID field is used to dedicate this generated modification key to a specific
license, and it cannot be used to modify any other license. Key validity period
defines modification key expiration date. The key expires if not used with validity
period. Special key field allows to define a special modification key for a customer;

it can be anything from 5 to 255 characters.
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=) Generate New Modification Key
Steps Key Features
1. Load Template allowed Usage Count: |1 (1-999999)
2. User Information . ) ]
3. Key Features Dedicated To License ID: |0 (optional)
4. License Text Features Key Validity Period: 0 days (0 - 999994)
5. Custom Features
6. Finish Information Key Format: () Basic Key
() Secure Key

(®) Spedial Key {min 5, max 255 chars)

SPECIAL-KEY-FOR-CUSTOMER-ACME

< Previous Next > Finish Cancel

The fourth step defines license text features to be modified. If defined, valid product
edition and version values replaces the same features in license. Validity period and
maintenance period definition is used with an action found in the combo box.
Add/Remove action adds/removes defined number of days to license
validity/maintenance validity periods. Replace action changes the old value to the

defined new value.

Defined number of days are added either after license expiration date or current
date. E.g. If original license validity period is set as 365 days, the license expires in
one year. If user buys extension and you generate modification key to extend
validity period after expiration date, new value for days is directly added to original
365 days. If you generate modification key to extend validity period after current
date, new value for days are added after modification key generation date (current
time); so that days passed between original license expiration date and extension

purchase date are also added to new validity period.
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£ Generate New Modification Key
Steps License Text Features
1. Load Template valid Product Edition: []set NULL

2. User Information
3. Key Features

4. License Text Features License Validity Period: Select g days (1 -99399)
5. Custom Features

Valid Product Version: []setmuLL

6. Finish Information Maintenance Period: |4 44 After Expiration Date days (1 - 99999)
Add After Current Date
Remave
Replace
< Previous Mext = Finish Cancel

The next is step defines the custom features. As in the license generation
signed/unsigned custom features can be defined, but in this step also an action is

defined. Add, Remove, Replace actions modifies license custom features

accordingly.
£ Generate New Modification Key
Steps Custom Features
1. Load Ti late
ke (2] Custom Feature Add
2. User Information
3. Key Features Custom Feature Remove
4, License Text Features e — ) _
(@) Signed () Unsigned Edit
5. Custom Features
6. Finish Information Mame:
Remave
Value:
Replace
< Previous MEXT > Finish Cancel

Finally, defined values are displayed and modification key is generated.
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Modification Key Generation in Bulk

Modification keys can be generated in bulk by using a template.

(£ Generate Modification Keys in Bulk

Bulk Modification Key Generation

Select template to use: Product does not have a modification key template  § W

Mumber of keys to generate: 1 (1-999993)

Modification Usage Settings

Set each key allowed usage count to: |1 (1-999939)

Generate Cancel

Manage Modification Key Templates
Templates can be used to quickly generate modification keys; templates are also

used for automatic key generation with HTTP POST requests.

Again a wizard is used in template creation, and it is similar to key generation
except it goes not have features applicable to key only. Template name is defined at

the first step.
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=

Steps

1. Template Information
2. Key Features

3. License Text Features

4. Custom Features

5. Finish Information

Generate New Modification Key Template

Template

Template Mame: |my template|

5 Next = Finish Cancel

m
=1
-

Modification key format is defined at the second step. Disabled fields are only for

modification key usage, they cannot be used in templates.

Steps

1. Template Information
2. Key Features

3. License Text Features
4, Custom Features

5. Finish Information

Generate New Maodification Key Template
Key Features

Allowed Usage Count: 1 (1-999999)

Dedicated To License ID: |0 {optional)

Key Validity Period: 0 days (0 - 999333)

Key Format: () Basic Key
() Secure Key

Spedial Key (min 5, max 255 chars)

Finish Cancel

< Previous

License text features are defined at the third step, and they are same as in the key

generation.
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Generate New Modification Key Template

Ik

License Text Features

Steps
1. Template Information valid Product Edition: []set NULL
2. Key Features
[]setmuLL

Valid Product Version:

3. License Text Features
4. Custom Features License Validity Period: |Select ™ days (1 -999933)

5. Finish Information
days (1 - 99999)

Maintenance Period: | Select ¥

Finish Cancel

< Previous

Custom feature definition is also same as in key generation.

Generate New Modification Key Template

iz

Steps Custom Features

1. Template Information
2. Key Features

3. License Text Features Remave
4. Custom Features
5. Finish Information

< Previous Mext > rish Cancel

Manage Modification Key Auto Generation Settings
Modification keys can be generated with a received HTTP POST on either

Online.License4J or Auto License Generation and Activation Server. Key generation

settings window displays defined settings.
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s Manage Modification Key Generation Settings
Create o
Edit
Mame Creation Date
Delete

Disable Key Generation
Display Key Generation URL

Close

Create menu item in actions menu is used to create an auto generation setting, and
it is similar to auto license generation setting. The only difference is that, output

settings are removed because it always returns a single modification key.

There are predefined settings for Share-it, RegNow, SWREG, FastSpring, Avangate

and PayPro which can be loaded on the bottom of window.
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4 Modification Key Generation Settings
General | Input Settings

Settings
Descriptive Mame:

Security Code: ] Generate

Access Restrictions

Allowed IPs: Add

Allowed Domains:

(Wil be used for Access-Control-Allow-Crigin header to accept AJAX requests)

(Space separated list of domains)

Predefined: Select ___ iv | load Clear Cancel

FastSpring
Lvangate

PayPro Elockbal

After an auto generation setting is created, the required URL to be used to post
values are displayed with “Display Key Generation URL”. A template selections is

made and URL is displayed in a dialog as in the screenshot below.

“Display HTML Form Code” menu item displays an HTML form source code for
automatic modification key generation with an HTTP form post. The window is same

as in license generation.
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£ Manage Modification Key Generation Settings
Actions

Modification Key Generation Settings

1D Mame Creation Date

Create

Edit
Delete

Disable Key Generation

Display Key Generation URL
Display HTML Form Code

| £ Auto Generation URL

Auto License Generation URL

http:/ffourServerMame:Portfalgas/generate (037846 149042973996 2921378 189 502228|

Copy to Clipboard Close

Customer List

Customer list is displayed for each product when “View Customer List” menu item is

run. E-mail address is the unique identifier for customers; so a customer line is
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displayed on table for each different e-mail address. Following is a sample

screenshot for customer list.

£ Customer List
Actions

Customers

E-Mail B Full Name Registered To Company Telephone  Fax Street City Zip Code Country License C...
acmefexample . com Sample Trial Some Customer... ACME Company 2999997
example@exarple.com Sample Trial ACME Company 2999995
john@domain. com John Sample ABC Inc ABC Inc 5555555 6666666 Some S... MyCity 95333 MyCountry 34
sample@domain.com  License4d Exa. ABC Comp. EEEEEES
test@example . com Sample Custom. .. X¥Z Company 1999998
user@domain. com Example App User Example App User Example Company 999999

Customer Count: &

From the actions menu or context menu, customer and license details can be

displayed; also list can be exported to a CSV or Excel file.

Tools and Options

Within Tools menu, storage options and online connection options are managed.

Database Storage Options
License Manager can use local embedded Java database, MySQL, PostgreSQL, and
MS SQL Server for data storage. By default local embedded Java database is used

and an embedded database in selected folder is created.

All database connections are displayed on list; when any connection is selected
details are displayed on the right. Connection to selected database is only changed

when Connect button is used.

If database server supports secure connection, SSL connection is possible if Use SSL

checkbox is selected.
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£ Database Storage Options
Connections Database Type
my connection 1 (connected) Database: MySQL

my connection 2

Database Settings
Display Mame: my connection 1

Hostname or IP: |localhost

Port Number: 3306
Database Mame: |licensedb Create Database
Username: root
Password: sennee
Use SSL Verify Server Certificate

Add Edit Remave Save Cancel Test Connection Close

When Create Database checkbox is selected and defined database name does not
exists on server then it is created. If defined database is already exists, then an

error message displayed and existing database is used.

Success

Connection successful. Database does not exist,
Database will be created at first connection.

Failure

Can't create database 'license4jdh’; database exists
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Online.License4J Settings

Online.License4J login and logout is controlled with Work Online and Work Offline

menu items.

Online Storage Connection Options
Online.License4J connection options can be changed on with Online Storage

Connection Options menu item.

£ Online Storage Options
Host and Authentication
Host: http: ffonline. icense4j. com [ ]Use 5L
Username: |sales@license4i.com

Password: sesssssss

Connect on startup

Connection via Proxy
|:| lUse proxy server for connection

Host: Port: |0

Proxy authentication required
Username:

Password;:

Save Cancel

Account Information

Account information window displays information about current connected account,

and password can be changed by clicking on Change Password button.
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= Online.Licensed) Account Information

Account Information
Username {e-mail): example @license4j.com
Full Mame: Example Account
Comparny:
Country:
Subscription End Date: |11-05-2013 12:29
Product Count: 1
License Count: 1

Allowed License Count: | 1000

Change Password Save i Close

Log Viewer

Log viewer is available only when connected to Online.License4J, and it displays

create, edit, and delete actions performed by current connected user.
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£ Log Viewer
Logs
Date / Time Action  Object Type Object ID Source [P Source Host...  Description
11-04-2013 15:18:12 create  license template 1365682684254 Created license template: test-template
11-04-2013 15:17:53 create license generation setting 1365682667080 Created license generation setting: test
11-04-2013 14:52:28 «create  license 1365681136449 Created license for: null
11-04-2013 14:52:11 create  product 1365681124430 Created product: asd
11-04-2013 12:48:09 delete  product 1365673364079 Deleted product: My Product
11-04-2013 12:47:56 create  product 1365673364079 Created product: My Product

Hardware ID Use
License Manager supports hardware ID generation from hostname, Ethernet MAC

address, disk volume serial number and disk manufacturer serial number. Any

single hardware ID or all of them can be used in hardware validation.

Version 4.4.0+ supports custom hardware IDs generated by developers. Any string
can be used as a custom hardware ID, so it is possible to use practically anything as

a hardware ID.

License Manager Package comes with a Hardware ID Viewer application to display
all hardware IDs. You can distribute it standalone or bundled in your product free of

charge to anyone.
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While generating license, a single or combination of hardware IDs can be defined.
AND (&&) and OR (]]) combinations available. For example, to check for both
hostname and disk volume serial number hardware IDs the combination should be

defined as
17c9df801-238a-3e28-8ae2-675fd3166ala&&32c43ad26-36ca-356¢-8a7f-fa3118fb6e0e

both of hardware IDs should pass the check for hardware ID validation success. OR

(]1) combination checks succeed if any of the hardware ID validates.

License4J Auto License Generation and Activation Server

License4J Auto License Generation and Activation Server settings can be managed

with Server Settings menu item in tools menu.

Server settings window screenshot is given below. Details of settings are available

in License4J Auto License Generation and Activation Server User Guide.
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£ Auto License Generation and Activation Server Options

Auto License Generation and Activation Servers

Server List:

Server Information
Mame:
Version:
Description:
Hardware ID:
Tomncat Path:
Context Main Page:

License Key:

Maintenance End;

Server Roles
License Generation

Auto License Activation

Manual License Activation

Hostname:

Online Key Validation
Auto License Deactivation

Manual License Deactivation

Motification Settings Access Protection Settings

Notification settings allows defining various

notifications with e-mail.

Server connects to

notification e-mails for selected cases.

v Remave Server

Change Key

Enter Modification Key

License Availability Check
Auto License Modification

Manual License Maodification

Save Close

license generation and activation

defined e-mail server and sends
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s Server Notification Settings

SMTP Server Information |License Action Motifications | License Expire Motifications

SMTP Host: Port Mumber: |25
From Mame: (Display name in sent e-mails)
From Address: (Single From e-mail address)
To Address; (Server Admins, semicolon separated)
[JuseTLS
[ ] Require Authentication
Username:
Password:
Test SMTP Settings | | User Motification e-mail Templates Save Cancel

License Action Notifications tab as in the screenshot below is used to define actions
for which to send e-mails. Server admin notification e-mails are sent to defined e-
mail addresses on first tab as “From Address”. They are used as server
administrators. User notification e-mails are sent to user e-mail address in license.

If an e-mail address is not defined in license, user e-mails cannot be sent.

User notifications for some cases are also not possible when license string sent by

runtime library cannot be found on license server database.
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s Server Notification Settings

SMTP Server Information |iLicense Action Motifications ;| License Expire Motifications

Server Admin Motifications User Motifications

Success Fail Success Fail
Auto License Generation |:| |:| |:| |:|
Auto Modification Key Generation ] ] L] L]
Auto License Activation |:| |:| |:| |:|
Manual License Activation |:| |:| |:| |:|
Auto License Re-Activation ] ] ] ]
Manual License Re-Activation |:| |:| |:| |:|
Auto License Deactivation |:| |:| |:| |:|
Manual License Deactivation |:| |:| |:| |:|
Auto License Modification ] ] ] ]
Manual License Modification ] ] ] ]
Online Key Validation ] ] L] L]
License Availability Chedk ] ] L] L]

LIser Motification e-mail Templates Save Cancel

Only one license expire notification is sent for each license if notifications enabled.
Notifications are sent either after license or maintenance expired or defined days
left to expiration. More than one value can be defined for “Days to License Expire”
fields; numbers should be separated with semicolon. e.g. if defined values are
1,7,14 then expire notifications are sent before 14 days, 7 days and 1 day of

expiration date.
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4 server Notification 5Settings

SMTP Server Information | License Action Motifications §License Expire Motifications

Server Admin Motifications Lser Motifications
Days to License Expire |:| |:|
Days to Maintenance Expire |:| |:|

{Comma seperated number of days should be defined to send notification e-mails before expiration.)
(e.qg. 1,7,14 to send notification e-mails 1 day, 7 days and 14 days befare.)

After License Expired ] [7]

After Maintenance Expired ] L]

{One notification e-mail is sent when expired.)

User Motification e-mail Templates Save Cancel

There are default user notification e-mail templates available on database; they can
be edited in e-mail template editor. Combo box lists all actions to edit. Some strings

between curly braces are replaced with values from license and product.
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£ User Motification e-mail Templates

Template Selection

Template: [Successful Auto License Activation iwe

Edit e-mail Template
CC:
BCC: {Server-Admins}
Subject: |Successful Auto License Activation

[ ] Send License String Attached with File Name:

Basic Editor |HTML Source

Message: B ~
g Product Mame: {Product-Mame}

License ID: {License-1D}
Activation ID: {Activation-1D}
Registered To: {User-RegisteredTo}

Company: {User-Company}

Regards

Activation count out of total allowed: {Activation-TetalCount}/{Activation-Allowed Count}

Reset To Default Save

Close

String between curly braces below are replaced by server while sending e-mails.

{Server-Admins}

Administrator e-mails defined on SMTP information tab.

{Request-ResultMessage}

The resulting message either successful or fail.

{Request-FromIP}

IP address which request sent from.

{Request-FromHostName}

Hostname request sent from.

{Request-FromOS}

OS name request sent from.

{Product-ID}

Unique product ID.

{Product-Name}

Defined product name.

{Product-Version}

Product version if defined.

{Product-Edition}

Product edition if defined.

{License-ID}

Unique license id.

{License-LicenseString}

License string either key or long license text.

{Activation-TotalCount}

Activation number, how many activation are made.

{Activation-AllowedCount}

Allowed activation count for license.

{Deactivation-AllowedCount}

Allowed deactivation count for license.

{Deactivation-TotalCount}

Deactivation count.

{License-ValidityExpiration}

Expiration date in format yyyy-MM-dd HH:mm:ss

{License-MaintenanceExpiration}

Maintenance expiration date in format yyyy-MM-dd HH:mm:ss

{License-Quantity}

License quantity.
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{License-HardwarelD}

Hardware ID if license is node-locked.

{Activation-ID}

Unique activation ID.

{Activation-LicenseString}

Activation string (activated license string)

{Activation-HostName}

Hostname on which activation is completed.

{Activation-FromIP}

IP address which activation completed.

{Activation-HardwarelD}

Hardware ID used in activation.

{Activation-ValidityExpiration}

Expiration date for activation (if “set activated license text generation
time to activation time” is selected for license).

{Activation-MaintenanceExpiration}

Maintenance expiration date for activation (if “set activated license text
generation time to activation time” is selected for license).

{ModificationKey-ID}

Unique modification key ID.

{ModificationKey-LicenseString}

Modification key itself.

{ModificationKey-DedicatedLicenselD}

License ID if modification key is dedicated to.

{ModificationKey-AllowedUsageCount}

Allowed use count for modification key.

{User-FuliIName}

User name defined in license.

{User-EMail}

User e-mail address in license.

{User-RegisteredTo}

Registered To field in license.

{User-Company}

Company name in license.

{User-Telephone}

Telephone number in license.

{User-City}

City name in license.

Tools menu has another Log Viewer for License4J Auto License Generation and

Activation Server and

generation/activations requests.

displays all successful or failed license

License4J Runtime Library Integration

License4J) runtime library file name is License4lJ-Library-Runtime.jar and it is

included in distribution. Library should be included in product for license validation.

License validation and

activation

methods returns ValidationStatus and

ActivationStatus enumeration objects.

ValidationStatus

Defined constants and required conditions are listed below.

e LICENSE_VALID
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Applicable to all license types, and only obtained when license is valid.

LICENSE_INVALID
Applicable to all license types, and obtained when license is invalid or license

generation time is set to a future time.

LICENSE_EXPIRED
Applicable to license text, floating license text and online basic key floating

over internet. It is obtained when license validity period is over.

LICENSE_MAINTENANCE_EXPIRED
Applicable to license text, floating license text, and online basic key floating
over internet. It is obtained when license maintenance period is over and

current product release date is specified in validate method.

MISMATCH_PRODUCT_ID
Applicable to license text, floating license text, and online basic key floating
over internet. It is obtained when given product id in validate method does

not match the product id defined in license.

MISMATCH_PRODUCT_EDITION

Applicable to license text, floating license text, and online basic key floating
over internet. It is obtained when given product edition in validate method
does not match the product edition defined in license. If a product edition is

not defined in license, it will never obtained.

MISMATCH_PRODUCT_VERSION

Applicable to license text, floating license text, and online basic key floating
over internet. It is obtained when given product version in validate method
does not match the product version defined in license. If a product version is

not defined in license, it will never obtained.
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MISMATCH_HARDWARE_ID
Applicable to license text only, and it is obtained when computer hardware id

does not match the hardware id defined in license.

FLOATING_LICENSE_SERVER_NOT_AVAILABLE
Applicable to floating license text and online basic key floating over internet.
It is obtained when validate method cannot connect to defined Floating

License Server or Auto License Generation and Activation Server.

FLOATING_LICENSE_NOT_FOUND

Applicable to floating license text and online basic key floating over internet.
It is obtained when requested license is not found in Floating License Server
or Auto License Generation and Activation Server. License is queried with
license id, product edition and product version parameters given to validate

method.

FLOATING_LICENSE_NOT_AVAILABLE_ALL_IN_USE
Applicable to floating license text and online basic key floating over internet.

It is obtained when maximum allowed usage count is reached for the license.

FLOATING_LICENSE_ALLOWED_USE_COUNT_REACHED
Applicable to only online basic key floating over internet. It is obtained when

maximum allowed use count is reached for the license.

FLOATING_LICENSE_ALLOWED_USE_TIME_REACHED
Applicable to only online basic key floating over internet. It is obtained when

maximum allowed usage time duration is reached for the license.

FLOATING_LICENSE_CLIENT_REJECTED:
Applicable to only floating license text; it is obtained when client rejected in
Floating License Server Administration GUI. See floating license server user

guide for help on client reject feature.
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INCORRECT_SYSTEM_TIME

Applicable to license text, floating license text, and online basic key floating
over internet. It is obtained when online date/time check feature is enabled
for the license and computer time is at least 24 hours different from obtained

online time.

VALIDATION_REJECTED_IP_BLOCK_RESTRICTION,
Applicable to online basic key floating over internet. It is obtained when IP
block restrictions are defined and license requester’s IP is not in allowed IP

block.

VALIDATION_REJECTED_FEATURE_DISABLED
Applicable to online basic key floating over internet. It is obtained when

validation is disabled in License Manager.

ActivationStatus

Defined constants and required conditions are listed below.

ACTIVATION_SERVER_CONNECTION_ERROR
Obtained when client cannot connect to either Online.License4] or Auto

License Generation and Activation Server.

LICENSE_NOT_FOUND_ON_ACTIVATION_SERVER
Obtained when license to be activated cannot be found on either

Online.License4J or Auto License Generation and Activation Server.

ALREADY_ACTIVATED_ON_ANOTHER_COMPUTER
Obtained when license has single activation permission and already activated

on another computer.

MULTIPLE_ACTIVATION_LIMIT_REACHED
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Obtained when license has multiple activation permission and all are

activated.

MULTIPLE_DEACTIVATION_LIMIT_REACHED
Obtained when license has defined maximum allowed deactivation count is

reached.

ACTIVATION_COMPLETED

Obtained when license is successfully activated.

ACTIVATION_REQUIRED
Obtained before activation performed, used to test whether license requires

activation or not.

ACTIVATION_NOT_REQUIRED
Obtained before activation performed, used to test whether license requires

activation or not.

ACTIVATION_HARDWAREID_ERROR

Obtained when required hardware ID(s) cannot be generated. Required
hardware ID(s) with OR or AND operands are defined during license
generation; if AND operand is selected and at least one of the selected
hardware IDs cannot be generated this hardware ID error returns. Obtained
also if single hardware ID is required for activation and it cannot be

generated.

ACTIVATION_REJECTED_IP_BLOCK_RESTRICTION

Obtained when IP block restriction exists and client IP is now an allowed IP.

ACTIVATION_REJECTED_FEATURE_DISABLED
Obtained when activation is temporarily or permanently disabled in License

Manager GUI.
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e ACTIVATION_NOT_FOUND_ON_SERVER
Obtained when deactivation request is sent to server but activation is not

found.

o DEACTIVATION_COMPLETED

Obtained when the license is successfully deactivated.

ModificationStatus

Defined constants and required conditions are listed below.

e MODIFICATION_COMPLETED

Obtained when license is successfully modified.

¢ MODIFICATION_COMPLETED_PREVIOUSLY
Obtained when license is already modified, but calling client does not have

latest license. Latest activated license returns to be saved.

e MODIFICATION_KEY_INVALID
Obtained when given modification key is invalid. This status is deprecated
because beginning with version 4.4.0, key validation is not performed within

runtime library; it is directly sent to server.

e SERVER_CONNECTION_ERROR
Obtained when runtime library cannot connect to defined server for license

modification.

e MODIFICATION_KEY_USED_FOR_ANOTHER_LICENSE
Obtained when modification key quantity is 1 and it is already used to modify

another license.

e MODIFICATION_KEY _NOT_FOUND_ON_SERVER
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Obtained when given modification key is valid but it is not found on server. It

was deleted by server/license administrator.

MODIFICATION_KEY_USAGE_LIMIT_REACHED
Obtained when modification key quantity is more than 1, and all is used to

modify other licenses.

MODIFICATION_REJECTED_IP_BLOCK_RESTRICTION

Obtained when IP block restriction exists and client IP is now an allowed IP.

MODIFICATION_REJECTED_FEATURE_DISABLED
Obtained when modification is temporarily or permanently disabled in License

Manager GUI.

ACTIVATION_NOT_FOUND_ON_SERVER
Obtained when received activated license to be modified is not found on

server. It was deleted by server/license administrator.

MODIFICATION_STATUS UNKNOWN
Modification status unknown; because either license is invalid or not

activated.

MODIFICATION_NOT_SUPPORTED

Modification is not supported, if activation return type is an activation code.

MODIFICATION_REJECTED_FOR_LICENSE

Obtained when modification is not allowed for the given license.

MODIFICATION_KEY_DEDICATED_FOR_ANOTHER_LICENSE
If given modification key is dedicated to a single license, and given license

mismatch this modification status is returned.
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License Validation Code

Version 4.5.4+ includes a new feature to easily get the license validation code with
all required parameters. License template management window is used to get
license validation source code easily. There is a new “Display validate Code” menu
item in license management window; it generates source code based on selected

license template parameters. Sample screen shot is given below.

[ Validation Code

Source Code

e
* Following validate method wvalidates given license key and
* returns a License object. License key should be given as "licenseKeyString”
* wariable to method below._*/
License license = LicenseValidator.walidate(
licenseKeyString, // license key to validate
"30819£300d06092aB864886£70d4010101050003818400308189303230100607228648ce3d02002EC3112155HA5] ZwithEC
"1444024800022", // internal hidden string
null, // name for wvalidation if defined while generating license
null, // company name for validation if defined while generating license
0/f hardware if defined while generating license

1:

S
“ This license regquires activation, and activation return type is a license text.

* After activating license you should be saving activated license text
£ >

Copy To Clipboard Close

Easy License Validation Code

Version 4.5.4+ includes a new feature to easily validate “License Text” and “Basic
License Key” and “Cryptographically Secure License Key” type licenses. There are
two new methods in runtime library: LicenseValidator.easyValidate and

LicenseValidator.easyValidateOnStartup

LicenseValidator.easyValidate and method takes 2 arguments; the first one is the
license string to validate and the second is an encrypted string which includes all
parameters including license activation server if activation is enabled. This

encrypted string is generated by License Manager GUI only. To get easyValidate
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method and parameters, a license template should be used. License template

management window includes a menu item to get the source code.

LicenseValidator.easyValidateOnStartup and method takes only 1 argument; it is an
ecrypted string which includes all required parameters for license validation and

activation if enabled.

easyValidate should be called after asking user for the license. It validates given
license and if enabled auto activates license. Finally it saves license in an encrypted
file in user’s home folder. The license file name is “license”. A directory is created by
using product name and license file is saved. easyValidateOnStartup method should
be used in software product main method. It reads license file on disk and

validates; it should be called on each software startup.

License file path should be carefully selected; it can be defined as a Java system
property if needed. easyValidate method reads a Java system property when called
to check for any custom license file path. The property name is flfp (full license file

path). It can be set with the following code.
System.setProperty("flfp", System.getProperty(*user.home") + ”/” + "myLicenseFile.lic”);

If a custom license file is defined with system property, it should be checked for
access permissions. If file cannot be accessed or modified, it will print an error
message. (e.g. on Windows systems, usually programs runs with standard user
privileges. If you try to save license file in Program Files folder (installation path), it

may not create/modify file.)
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Following is a sample screen shot for easyValidate code window.

=] Validation Code

Source Code

S easyValidate and easyValidateOnStartup methods are

ff given below with required parameters.

ff Use easyValidate method in any of your license asking windows

Jf or dialogs to validate supplied license by user.

£ Uae easyValidateOnStartup method to validate license already

A/ saved on disk. This should be called in main method of socftware product.

Ff B folder with product name starting with a dot is created in user's home folder,
S/ and & file named as "license' is created to store the license.

B

Following easyValidate method walidates given license and
gave license string in user's home folder. If activation is

enabled for license, it is auto activated.

This method should be called after asking user for license, b

M F F F F F

Copy To Clipboard Close

Basic and Cryptographically Secure License Key Validation

Basic license key validation method:
LicenseValidator.validate(
licenseString,
publickey,
internalString,
nameforValidation,
companyforValidation,

hardwareidValidation);

License string is the license key like JZENR-R6TNH-EMAXC-QYS3F-J63UL. Public key
is your product’s public key, it can be viewed on license manager GUI. Internal
string is defined during license key generation, if not specified it is set as product’s

unique id by default only for basic license key. Name for validation and company for
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validation are the customer name and company name, which are defined during
license generation, but they should be included in key validation only if specified

during license generation.

If a custom hardware ID is used while generating license,
LicenseValidator.validateWithCustomHardwarelD method should be used to specify

custom hardware ID.

As all validation methods, it returns a License object and it has the ValidationStatus

enumeration. Validation status can be checked with a switch statement.
switch (license.getValidationStatus()) {
case LICENSE_VALID:
// TODO
break;
case LICENSE_INVALID:
// TODO
break;
case MISMATCH_HARDWARE_ID:
// TODO
break;
case INCORRECT_SYSTEM_TIME:
// TODO

break;
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License Text Validation

License text validation method:

LicenseValidator.validate(
licenseString,
publickey,
productiD,
productEdition,
currentProductVersion,
currentDate,

currentProductReleaseDate);

Same License object returns after validation like in license key validation, and it has

ValidationStatus enumeration with validation results.

If a custom hardware ID is defined in license generation or license activation
features, LicenseValidator.validateWithCustomHardwarelD method should be used to

specify custom hardware ID.

Floating License Text Validation

Floating license text is obtained from floating license server; and validate method

requests the required license.
LicenseValidator.validate(
publickey,

productiD,
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productEdition,
currentProductVersion,
currentDate,
currentProductReleaseDate,
serverHostname,

portNumber,
licenseValidHandler,
licenselnvalidHandler,
serverConnectionErrorHandler);

Product ID, edition and version are used to query for the license on floating license

server. Product ID must be defined, edition and version are optional.

After a valid license is obtained from floating license server, validate method starts
a thread to check license validity and inform server that leased license is still in use.
Valid license handler is run when obtained license is valid. Invalid handler is run
when obtained license is invalid due to e.g. expired. Server connection error handler
is run when client cannot connect to floating license server. These error handlers
are optional but they may be useful to force license usage policy. Basic default
handlers are available in Runtime Library and also interface classes is available and

can be used to implement custom handlers to manage license.

The method below is available in version 4.4.1 and later. It is simplified and a new
FloatingLicenseCheckTimerHandler is added. The advantage is over the other validate
method is that, new handler has License object; to get license object getLicense() can

be used. So it is possible to get updated license object and display to user.
LicenseValidator.validateFloatingLicenseText(

publickey,
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productiD,
productEdition,
productVersion,
serverAddress,

floatingLicenseCheckTimerHandler);

Another advantage is that more than one floating license server address can be
defined as floating license server; server addresses must be separated with

semicolon. e.g. MyFirstServer:16090;MySecondServer:16090

A handler class extending FloatingLicenseCheckTimerHandler must be created; an
example is given below. run() method of handler class is called at each timer run.
NOTE: “License Server Connection Check Period” value is not used in
validateFloatingLicenseText method, only license check period is used to

run a timer task.

Version 4.4.3+ includes a new method with an extra argument to send some

information about client to the server.
LicenseValidator.validateFloatingLicenseText(
publickey,
productiD,
productEdition,
productVersion,
serverAddress,
floatingLicenseCheckTimerHandler,

additionallnfo);
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It is additional information argument and is displayed on Floating License Manager
GUI in the “additional info” column. Any string with maximum 64 characters can be

sent. It can be used to display details about software on client computer like

version/build number etc.

public class MyHandler extends FloatingLicenseCheckTimerHandler {
public MyHandler() {
}
@Override

public void run() {

// Call any method or update GUI here depending on license validation status
switch (getLicense().getValidationStatus()) {
case LICENSE_VALID:
// do something
break;
case FLOATING_LICENSE_NOT_AVAILABLE_ALL_IN_USE:
// do something
break;
case FLOATING_LICENSE_SERVER_NOT_AVAILABLE:
// do something
break;

// etc ...
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There is a default handler named DefaultFloatingLicenseCheckTimerHandler, it only

prints license validation status on console.

If concurrent custom feature usage is enabled by defining quantity value for any
custom feature, it must be checked out with method
LicenseValidator.checkoutFloatingLicenseTextCustomFeature(String featureName, License
licenseObject, String floatingLicenseServer) then it is verified by
license.getLicenseText().getCustomSignedFeature(featureName) method. It is released
with LicenseValidator.releaseFloatingLicenseTextCustomFeature((String featureName,

License licenseObject, String floatingLicenseServer).

Online License Key Floating Over Internet Validation

Online license key validation parameters are given below. Returned license object
includes a license text. If serverAddress parameter is given runtime library connects
to given Auto License Generation and Activation Server to validate license. To use a
license hosted on Online.License4]J system, same method without serverAddress

parameter should be used.
LicenseValidator.validate(
key,
publickey,
productID,
productEdition,
currentProductVersion,
currentDate,
currentProductReleaseDate,

serverAddress,
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onlineLicenseKeyCheckTimerHandler);

Validation status constants are same with any license text and floating license text.
Online license key has a new feature beginning with version 4.3. Key usage limit
can be defined, and users can use the key for only defined number of times so the
software product. Obtained license object has two additional values for key use
count if defined during license key generation. getUseCountAllowed() method returns
maximum allowed use count value; getUseCountCurrent() method returns current use
count. getUseTimeCurrent() and getUseTimeLimitAllowed() methods return current
usage time duration and maximum allowed time duration if enabled when

generating license.

Note: Both Floating License Text and Online License Key Floating Over Internet
must be validated once in a single JVM run because each license validation starts
timer tasks at the background to ping and check floating license servers. If more
than one call to validate occurs there will be unnecessary timer tasks running at the
background and usage information will be incorrect on server. If It is needed to
revalidate a floating license without shutting down JVM, first call
stopFloatingLicenseCheckTimers() method found in License object to stop all

background timer tasks.

Note: Beginning with version 4.4.0, there is a new method releaseFLoatingLicense()
in License object. It stops floating license check timers then sends a release request

to server.

The method below is available in version 4.4.1 and later. It is simplified and a new
FloatingLicenseCheckTimerHandler is added. The advantage is over the other validate
method is that, new handler has License object; to get license object getLicense() can

be used. So it is possible to get updated license object and display to user.
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LicenseValidator.validateOnlineLicenseKey (
key,
publickey,
productiD,
productEdition,
productVersion,
serverHostname,

floatingLicenseCheckTimerHandler);

Another advantage is that more than one license server address can be defined be

separated with semicolon. e.g. http://MyFirstServer:8080;http://MySecondServer

Version 4.4.3+ includes a new method with an extra string argument as

“additionallnfo”.
LicenseValidator.validateOnlineLicenseKey (
key,
publickey,
productiD,
productEdition,
productVersion,
serverHostname,
floatingLicenseCheckTimerHandler,
additionallnfo);

Additional information string can be anything maximum of 64 characters long. It

can be used to send more information about client software like version numbers or
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build numbers. This information is displayed on “additional info” column in Manage

Online Key Usage window.

A handler class extending FloatingLicenseCheckTimerHandler must be created; handler
is same as in floating license text. run() method of handler class is called at each
timer run. NOTE: Schedule is determined from “maximum inactive period”
value; if it is set to 1 min, timer is scheduled to run each 45 secs. If it is set
to any value between 1 and 60, timer is scheduled to run each (inactive
period — 1) minutes. If it is set to a value more than 60 minutes, it is
scheduled to run each 60 minutes. If license validation status is not valid,
timer task return old valid license object until “Maximum Re-Checks Before
Drop” value is reached. In case of network/internet connection problems,
timer task will wait at least for a second check to return invalid license

object.

Auto License Activation

If validated license requires activation, it can be activated with the static method
LicenseValidator.autoActivate(license) if license is hosted on Online.License4J system
or LicenseValidator.autoActivate(license, activationServerURL) method on your server if
license is stored your own database server and you have an installed Auto License
Generation and Activation Server. With autoActivate method, user information can be
sent to activation server and license owner information can be modified. It is
possible to collect user information and save in database during activation.
LicenseValidator. autoActivate(license, activationServerURL, modifyOnlyOnFirstActivation,
fullname, registeredto, email, company, street, telnumber, faxnumber, city, zip, country);
method activates given license and modify given user information on server. There
are autoActivateWithCustomHardwarelD methods for each defined method parameters

above; it is used to activate license with a custom hardware ID.
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For the Auto License Generation and Activation Server, activation server URL is

http://yourserver.domain.com/algas/autoactivate or same URL starting with HTTPS

if your server has an SSL certificate installed.

The autoActivate method returns a License object and it has ActivationStatus

enumeration with defined constants explained above.

Activation result is obtained with getActivationStatus() method. A simple switch

statement can be used to check for activation status.
switch (license.getActivationStatus()) {
case ACTIVATION_COMPLETED:
// TODO
break;
case ACTIVATION_SERVER_CONNECTION_ERROR:
// TODO
break;
case MISMATCH_HARDWARE_ID:
// TODO
break;
case ALREADY_ACTIVATED_ON_ANOTHER_COMPUTER:
// TODO
break;
case MULTIPLE_ACTIVATION_LIMIT_REACHED:
// TODO

break;
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autoActivate method sets user-agent as “License4J HTTPClient” while sending
HTTP(S) POST to license server. If there is a firewall or proxy software to access the
Internet, and it only allows some user agent strings which are popular web
browsers, then runtime library user-agent can be set to any string to access the
Internet. Runtime library gets a Java system variable named with name “license4j-
user-agent”, if it is defined the value of this Java system variable is used before

send HTTP(S) requests.

Following method sets Java system property.

System.setProperty("licensedj-user-agent”, "any -browser user agent string");

It can also be set on command line with a —D option.

java -D license4j-user-agent="any -browser user agent string" —jar YourApplication.jar

Manual License Activation

License4J has support for manual activation with a web form if users do not have

direct internet connection for auto activation.

License object has a method named getManualActivationRequestString, this method
returns an encrypted string including license string and computer hardware IDs.
This activation request string can be displayed to users for manual activation on

https://online.license4j.com/d/manualactivation for Online.License4J system and on

http://YourServerAddress/algas/manualactivation for Auto License Generation and

Activation Server if manual activation role is enabled.
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When a user paste and submit the form, he/she will get activated license text or

activation code based on selection during license generation.

If enabled, manual license activation will be allowed, but you should make a form
for your customers to submit activation request. Form should be submitted to

http://YourServerName/algas/manualactivate and should include a hidden value

with name action and value activate; and license activation request string in an

input area with name linfo. A sample form is given below.

<form action="http://YourServerName/algas/manualactivate” method="post”>

<textarea name="linfo’></textarea>
<input type="hidden” name="action” value="activate”>
<input type="submit” value="submit”>

</form>

Runtime Library has also getManualActivationRequestStringWithCustomHardwarelD and
getManualActivationRequestStringWithCustomHardwarelDWithUserInformation methods.
First method can be used to generate manual activation request string if a custom
hardware ID is used. The second method use a custom hardware ID and user
information to modify while activating license. Another method to generate manual
activation request string with user information to modify while activating is

getManualActivationRequestStringWithUserInformation.

Auto License Deactivation

Runtime library has a method named as autoDeactivate and it connects to either
Online.License4J or any Auto License Generation and Activation Server to perform
license deactivation. Activation is basically searched in database and deleted if

found.
LicenseValidator.autoDeactivate(activatedLicenseObject, serverAddr);

The method returns a License object, and ActivationStatus is
DEACTIVATION_COMPLETED if deactivation is successfully completed. If there is an

error or license deactivation is disabled the related ActivationStatus is obtained.
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Manual License Deactivation
License4J has support for manual deactivation with a web form if users do not have

direct internet connection for auto activation.

License object has a method named getManualDeactivationRequestString, this method
returns an encrypted string including license string and some hash codes. This
deactivation request string can be displayed to users for manual activation on

https://online.license4j.com/d/manualdeactivation for Online.License4J system and on

http://YourServerAddress/algas/manualdeactivation for Auto License Generation and

Activation Server if manual activation role is enabled.

If enabled, manual license deactivation will be allowed, but you should make a form
for your customers to submit deactivation request to your Auto License Generation
and Activation Server. Form should be submitted to

http://YourServerName/algas/manualdeactivate and should include a hidden value

with name action and value mdeactivate; and license activation request string in an

input area with name linfo. A sample form is given below.

<form action="http://YourServerName/algas/manualdeactivate”

method="post’’>
<textarea name="linfo’></textarea>
<input type="hidden” name="action” value=""mdeactivate”>
<input type="submit” value="submit”>

</form>

Manual License Modification

License4J has support for manual modification with a web form if users do not have

direct internet connection for auto modification.
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License object has a method named getManualModificationRequestString, this method
returns an encrypted string including license string and some hash codes. This
modification request string can be displayed to users for manual modification on

https://online.license4j.com/d/manualmodification for Online.License4J system and on

http://YourServerAddress/algas/manualmodification for Auto License Generation and

Activation Server if manual modification role is enabled.

If enabled, manual license modification will be allowed, but you should make a form
for your customers to submit modification request to your Auto License Generation
and Activation Server. Form should be submitted to

http://YourServerName/algas/manualmodify and should include a hidden value with

name action and value modify; and license activation request string in an input area

with name linfo. A sample form is given below.

<form action="http://YourServerName/algas/manualmodify” method="post”>

<textarea name="linfo’></textarea>
<input type="hidden” name="action” value="modify”>
<input type="submit” value="submit”>

</form>

License Availability (Blacklist) Check
Runtime library method checkOnlineAvailability connects to given server and check if
given license or activation exists in server or not. License key, license text,

activation code and activated license text can be checked on server.

Method returns an integer: -1 if it cannot connect to server, O if license or activation
is not found on server, 1 if license or activation is found on server and -2 if license
validation status is not valid or license is an activated license with activation status

completed or license type is floating license.
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int i = LicenseValidator.checkOnlineAvailability(
publicKeyString,
licenseObject,
serverAddr,

connectionTimeout);

Checking for activated license can be helpful if license deactivation feature is
enabled and some users deactivated their licenses then activated on some new
computers. Since deactivation removes activation from server, license availability
check for deactivated licenses will return 0. Therefore, if customer computer is
connected to Internet, you can be sure that deactivated license is not used

anymore.

Product Update Check

checkForUpdate(
productEdition
currentVersion,
licenseServer);

method in License object connects to given server and checks for new update
version. It returns new (the latest available) version number as double. So that you

can display a notification window to user.

Product Update Message Check

checkForUpdateMessage (
productEdition

updateVersion,
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licenseServer);

method in License object connects to given server and checks for update notification
message for the given version number. It returns message as a string. So that you

can display a notification window to user.

License Message Check

checkForNewMessage (
licenseServer);

method in License object connects to given server and checks for license messages

added to the license. It returns array of string including messages.

License Modification
The method below is used to modify a license. Given license activation status must

be ACTIVATION_COMPLETED.

LicenseValidator.modifyLicense(
license,
serverAddr,

modificationKey);

If license to be modified is hosted on Online.License4)J, server address argument is
not used. modifyLicense method returns a License object and it has a modification
status set, so it can be obtained with getModificatoinStatus() and checked for
modification result. The resulting license object has a method named as
getUsedModificationKeys(), and it returns list of modification keys used to modify

license separated with spaces.
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License4J Runtime Library Obfuscation
Runtime library can obfuscated to make reverse engineering difficult. Various IDE
software has support for obfuscation software like Proguard, and by using ant

scripts the process can be automated.

License4) download package includes various examples; example3 folder is a
Netbeans project with Proguard and required ant task. When defined ant task run, it
obfuscate both sample application and License4J Runtime Library; finally it also
creates Exe file with Launch4j. Sample Launch4j configuration file is found in

launch4j folder and can be modified as required.

SSL Verification and TrustManager
By default, runtime library will verify hostname and SSL certificate trust. If you
want to bypass certificate validation for testing use the following code block just

before license activation, deactivation, modification, or online validation.

// Create a trust manager that does not validate certificate chains
TrustManager[] trustAlliCerts = new TrustManager[]{new X509TrustManager() {
@Override
public java.security.cert.X509Certificate[] getAcceptedlssuers() {

return null;

@Override
public void checkClientTrusted(X509Certificate[] certs, String authType) {

}

@Override
public void checkServerTrusted(X509Certificate[] certs, String authType) {

}
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};
// Create all-trusting host name verifier
HostnameVerifier allHostsValid = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
return true;
¥
B
try {
// Install the all-trusting trust manager
SSLContext sc = SSLContext.getlnstance("SSL");
sc.init(null, trustAllCerts, new java.security.SecureRandom());
HttpsURLConnection.setDefaultSSLSocketFactory(sc.getSocketFactory());
// Install the all-trusting host verifier
HttpsURLConnection.setDefaultHostnameVerifier(allHostsValid);
} catch (Exception ex) {

ex.printStackTrace();

License4J Development Library Integration

Required methods are available in License4J development library to generate
licenses programmatically. The process starts with generating your keypair, then
LicenseText or LicenseKey objects are initialized, features set and license string is
generated. Sample code are given below. JavaDoc documentation is provided within

License4J download package.

Generate KeyPair:

LicenseKeyPair keypair = LicenseManager.createKeyPair(
"key pair descriptive name",

"some description”,
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LicenseKeyPair.KEYPAIR_ALGORITHM_RSA,
LicenseKeyPair.SIGNATURE_ALGORITHM_SHA512withRSA,
LicenseKeyPair.KEYSIZE_1024);

Key pair and signature algorithms are defined as static variables in LicenseKeyPair.

Create LicenseText or LicenseKey object and set required features:
LicenseText licenseText = new LicenseText();
licenseText.setUserFullName("some user");

licenseText.setUserEMail("email@domain.com™);

Generate License:

String licenseString = LicenseManager.generatelLicenseText(keypair, licenseText);

After this three step, you will have a license string, copy it in a file and send to your
customer. License4J package also includes a small utility for reading and writing to

text files, you can write your license string to a file as below.

FileUtils.writeFile("c:\\license.txt", licenseString);

License4J Development library requires a valid license and it must set as java
system properties in source code. If License Manager GUI is run same computer,
this code can be obtained with “Display Activated License” button in License4]

license window in Help menu item.

If License Manager GUI is not used on computer, development library can be used

to activate the license. To install and activate the license you have to use
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com.licensedj.License4JLicense class in command line. To install 30 days valid trial

license and activate use the command below.
java -classpath LICENSE4J-Development-Librar.jar com.license4j.License4JLicense getTrialLicense

This command connects to Online.License4J) and activates trial license for running

computer, and it returns license key and activated license text.

To install your purchased license, use the command below.

java -classpath LICENSE4J-Development-Librar.jar com.license4j.License4JLicense getActivationResult

type-your-license-key

After getting your license text you have to set Java system variables which

development library checks for. The license key below is the trial license.

System.setProperty("license4j.license.key", "<license key> ");

System.setProperty("license4j.license.text"”, "<license text obtained with getActivationResult

or getTrialLicense">

These properties should be set before generating license string. Finally, a complete

running example is given below.

System.setProperty("licensedj.license.key", "<license key=>");
System.setProperty(“license4j.license.text"”, "<license text=>");
LicenseKeyPair keypair = LicenseManager.createKeyPair(

"key pair descriptive name",

"some description”,

LicenseKeyPair.KEYPAIR_ALGORITHM_RSA,
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LicenseText licenseText = new LicenseText();

licenseText.setUserFullName(*'some user");
licenseText.setUserEMail(email@domain.com™);

String licenseString = LicenseManager.generatelLicenseText(keypair, licenseText);

FileUtils.writeFile("c:\\license.txt", licenseString);

License4J License Manager License

When License Manager first run licensing window appears as below.

E5] Licensed) License
Licensed4] License
Registered To:
E-Mail:
Company:

Hardware ID; Mf-fa3118fbeele||416e4bbaa-4f5h-3cc7-a83c-2cbaf2abbd 35

License Key:
Maintenance Period End:

License Status:

Request Trial License | | Change Product Key Close

If you want to use trial period for testing, click on Request Trial License button to
get your trial license and Online.License4J account online. If you do not have

internet connection contact us.

Trial period has one restriction. All licenses are created for name “LICENSE4J Trial.
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Trial request window asks for name and e-mail address for Online.License4J account

creation, your e-mail will be used as username. Trial license will be activated with

your hardware id.

£ Request Trial License

Trial License Request

Following information will be sent to Online.License<] to generate your trial

license, and start your 1 month free subscription of Online. License4].
If you do not have direct internet connection, please send the following to

support@license<.com address,

Mame: |
E-Mail:

Hardware ID: 17c9df301-238a-3e28-8ae2-675fd3 166a 1a&&32043ad 26-3E

0K Cancel

After trial license is activated, licensing window will display license details.

License4] License
Registered To:
E-Mail:

Company:

Hardware ID:

License Key:
Maintenance Period End:

License Status:

License4) License

LICENSE4] Sales

270ad 1c49-9ba 1-30f6-ad 30-c119febecdfd 32c43ad26-36ca-356c-8a7f-fa3118fboele 416e4bbs8-4fob-3cc7-a83c-2cbaf2abbd 35

X0 MK -XKKDQ-SXWY 4
17 May 2016

valid and Activated

Close

Enter Modification Key | | Display Activated License | | Install Activated License || Change Product Key
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When you purchase License4] License Manager, you will have a license key sent by

payment processor. Click on Change Product Key button to enter your license key.

Change License Key

License Key

0K Cancel

After license key validation you have to activate your copy of License Manager

within 30 days.

When a maintenance license is purchased, you will get a modification key which you
should enter with “Enter Modification Key” button. It will extend maintenance period

for 1 year.

Activated license text and code to use in Development Library is displayed with

Display Activated License button.
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& Activated License

Activated License

b16f499e7379ef764acdadBfb006d4edl 22ef60eff0b35c00340144keTa5s ~
95d4b60£45079dcE55]1adad4dbe273458b 743 2c4e92d3b14b5c0d7E6EEch
cbocf63d34334504c9722%cdiaT4TbZafZabecaliefbds723Teb8522cdedoce
27ee3b83709a49749182c5d18eae049ded27034c3ddTallds2eTe08aCZs
T738deb57000ebd43bab228a2f980b84cfadaT0b325EL7633bA32285cTTE
087bcceb3afif%eefifafd854dboedBa9941caef9T78255c23545a0170131
8d0c550df2afcd034aate?3768elcebTaddde8aT7T0b22836c9ThlcRE3a8]1
32T736bEefSTebdciBT 27131836 L3ab95dTE211822735a8db0b559421700e38
0b%a0ed4l78e7TE118L49656E70006Te5bibc2eddlcadedd42e108a354445

Display Code for Development Library | | Copy to Clipboard Close

License Manager GUI Tool Error Logging

License Manager GUI logs errors and exceptions to a log file on disk. Log file is
named as gui-log.txt and can be found in current user’s application data folder in

windows.

(e.g. C:\Users\<UserName=>\AppData\Local\License4]J License Manager\logs\gui-log.txt)

On Linux and Mac OS log file is saved in the current path which License Manager

GUI is running.
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End of document.
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